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Chapter 1

Introduction

Data is the most important asset for every organization. The databases contain the all
most critical data about organization such as financial information, product designs, bud-
get plans and all such information that keeps organization in business. Organizations
always have faced the challenges in confidential data protection from being revealed to
any unauthorized entities. Along with external attackers, today many data breaches in-
volve insiders and employees who have internal access to organization systems. According
to Cyber Security Watch Survey 2011, more attacks are obligated by outsiders but attacks
by insiders are viewed to be most dangerous and costly to organization. This survey un-
covered that 33% observation by insider threats are more costly compared to 51% in the
previous year. Day by day Insider threats are becoming more sophisticated with growing

number of automated and readily available tools.

The very recent case of an American computer specialist who was a former CIA em-
ployee and NSA contractor, named Edward Snowden has disclosed the high classified
details of top-secrets of United States and British government mass surveillance programs
to press media. The major attention was towards the issue that why the NSA which
is considered as one the most technically sophisticated organizations in the world could
not detect that Snowden is downloading thousands of confidential documents, whether
their organization do not have a way to detect unauthorized access to their sensitive data.
According to the a critical security survey SANS 2013, it is revealed that unfortunately
only 10% of companies have proactive monitoring of security controls, the area that pre-
sides over unauthorized access. An every individual, employee, contractor, etc. who has
boundless privileges to access sensitive data can put data at great risk intentionally or
accidentally. There are also chances of misusing their privileges and potentially steal-
ing, deleting or modifying data stored in database. Through many literature surveys
on insider threats, it is observed that human being is the weakest asset when it comes in

interaction with people, process, and technology as Edward Snowden is a perfect example.

The prevention and detection of insider threats at DBMS layer is the best alternative
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to defend insider threats against data attacks. The potential disclosure of data is effec-
tively monitored when it is done as close as possible to the source of data. Along with
protection of data stored in database systems, it is also necessary to prevent and to detect
the unauthorized access to sensitive data. We discuss here about the various approaches
that protect, prevent and detect the inside threats at DBMS layer. These mechanisms

are compared with the existing database threats and dangers.

1.1 Research Motivation

The thesis investigates some mitigation measures against insider threats. There are many
scientific research publications that focus on the prevention and detection mechanisms
against insider threats at operating system level or network level. However, there exist
very few approaches those have main focus of mitigating insider threats at DBMS layer.
This thesis primarily aims at prevention, protection and detection of insider threats to

databases and we compare existing database dangers with these mechanisms.

1.2 Research Questions

The objective of this thesis is supported by the following set of questions that is to analyze
the existed mechanisms that mitigate insider threats at DBMS-layer and the comparison
of these mechanisms against possible threats to database. The comprehensive literature
survey gives an insight in insider threats and possible solutions or mitigation measures to

address insider threat problem especially at DBMS layer.

Database Security

These questions promote to the objective of this survey. We discuss here about the

databases, architectures and security breadths.

e What are the fundamentals of database management systems and Database secu-

rity?
e What types of threats violates the security of Database systems?

e What are all necessary requirements of the database systems that that provides

security minimize insider attacks?
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Understanding Insider Threat

This idea follows some sub-questions. The survey includes the answers of following ques-

tions through the Literature surveys.

e What is an Insider and how Insider threat can be defined?

e What are their characteristics to identify them as Insiders?

What risky behaviors of insiders affect the security of data and information?

Why insider threats are more dangerous than outsider threats?

What factors affect the Insider threats?

Mitigation Measures

Here we mainly focus on the problems occurred due to insiders and existed solutions to

those attacks.

What are the existed mitigation measures and possible methods to solve the prob-

lems of insider threats especially at DBMS layer?

Do these presented mitigation measures ensure database security requirements?

How they defeat the insider threat problems along with possible database attacks.

What are the existed techniques to detect and prevent insider threats?

Does only technical measures are enough to minimize insider threats?

What are recent example and surveys that focuses on problem of insider threats?

1.3 Structure

The thesis is structured as follows:

Chapter 2: Foundation of database system provides the background knowledge and
related topics to DBMS and goes into detail with database design and elementary archi-

tecture.

Chapter 3: Database security, Threats and Requirements describes fundamental con-
cepts of database security. It also presents how database security has been evolved day

by day in historical perspective. The possible database threats and dangers are listed and
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the necessary database security requirements are presented.

Chapter 4: Understanding Insider Threats explains the most dangerous threat to
database security i.e. Insider and Insider threats are explained. How insider threats are
more dangerous than outsider attacks are also clarified. The factors that affect the insider

threats are mentioned with classification.

Chapter 5: Mitigating Insider threats elucidate the various approaches to mitigate
insider threat that is protection, prevention and detection of insider threats. These mech-
anisms are then compared with the existed danders to database security and the security

requirements that ensured.

Chapter 6: Summary and Conclusion summarizes the results gives an outlook for

future research direction.
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Chapter 2

Foundations of Database System

This chapter aims to provide the background knowledge to understand the following
chapters. First, we describe the basic concepts about databases and their management
systems. The database design, elementary architectures and self-managing properties of
database systems will also be introduced briefly. For more detailed and general knowledge

we refer to the literatures [1] [2].

2.1 Basic Concepts

For every organization, databases and database systems became a very essential need
[2]. Throughout a day, several activities and transactions are engaged in the interac-
tions with databases such as bank transaction of money, reservation for hotel or travel,
accessing library items, etc. We use following basic concepts frequently all through the
survey. Here, we mention these terms in brief, for in detail explanation we refer to El-
masri et al. [2] and Silberschatz et al. [1]. The data can be accessed easily when it is

organized in a special way in form of characters, fields, records, files, database etc. [2] [28].

e Character: It is the most basic element of data such as digit, letter or special

characters (e.g. #, $, !, etc)

e Field: Field is a character or group of related characters (e.g. salary) or name of

entity (e.g. person, place)

e Record: It is a group of related fields. It contains collection of attributes as record

of person as first name, last name, Date of birth, Address, ID number etc.

e DB file: A collection of related records it became database file. It is also called
as Table. Files can be categorized by specific purpose or application e.g. Quality
control file, Finance file, S&D file, document file.
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Database (DB)

A database is composed of related database files that are organized and stored together
[1]. It is an organized collection of related data arranged in organized way for ease of
access and retrieval of data [29]. Database contains operational data and metadata (that
is data about data) and structure of database called as schema. A database encompasses
the simple information and unique identifier like roll numbers, name and address, contact

information to complex data like audio, video, images and media files.

Database Management System (DBMS)

A DBMS is an integrated set of programs that enables users to create, to store, to modify
or to maintain the information from databases. Furthermore, it provides an efficient way
to store and retrieve necessary information from database. The management of data not
only defines structures for information storage also provides the mechanisms for manip-
ulation of information. To track and analyze data in databases effectively, every record
needs one unique identifier called key. There exist many database types ranging from
small DBMS that run on small computers to huge systems run on mainframes. DBMS
examples are Microsoft Access, Microsoft SQL Server, MySQL, PostgreSQL, Filemaker,
Oracle Database, SAP HANA, IBM DB2, and SQLite.

Database System (DBS)

Database and DBMS software is collectively known as Database system [2]. Database
system is a method of organizing information on computer by implementing database
components and new application programs are added as per need. Figure 2.1 illustrates

the database system very clearly as the integration of database with DBMS.

Cloud Computing

Cloud computing is receiving a great attention and evolving like never before with or-
ganizations of all shapes and sizes adapting this technology. There is no any general
definition of cloud computing exists because of ever changing technologies in digital world
and also an involvement of developers and engineers from different fields for e.g. soft-
ware engineer, grid computing, database in cloud computing with different perspective.
Nevertheless, National Institute of Standard and Technology (NIST) has defined a cloud
as a model for enabling ubiquitous, convenient and on demand network access to shared
pool of configurable computing resource (Network, storage, servers, applications, services,
etc.) that can be provisioned and released with minimal management effort and service
provider interaction [35]. The many advantages of clouds such as cost effective, large
storage, quick deployment on demand self-service, resource sharing, etc. is making this

technology the most popular and demanding.
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Users/Pogrammers

Application Pograms/Queries

Database
System

Software to process queries/programs
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Software to Access stored data

7 N

Stored data- Stored
base def. database
(Metadata)

Figure 2.1: General Architecture of a Database Management System|2]

SQL

SQL is an abbreviation for Standard Query Language. It is most influential commercial
marketing language designed for managing data in relational databases. It also defines
data, data modifications and security constrains in databases. The SQL includes variety
of language constructs such as Data Definition Language (DDL), Data Manipulation
Language (DML), Data Control Language (DCL) and Data Query Language (DQL). The
SQL Data Definition Language (DDL) is used to create relations with specified schema
while, DML enables the users to manipulate data as organized by appropriate data model
(section 2.2). The SQL uses combination of relational algebra (selection, projection,
union, Cartesian product, etc.). It is a set of algebraic operations on tables used within

relational query languages. For a more detailed description we refer to Silberschatz et al.

1].
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2.2 Database Design and Data Models

A data model is a way to describe how data is represented in database management
system or in information system. It usually depicts concepts of data flow and logical
interrelationships among different data elements. Relational database model, E-R model
for conceptual designing are some examples of data models which we are going to see in
following subsections. A data model for database system is known as database model. It
presents the logical structure of a database and determines how data can be stored, orga-
nized, deleted and manipulated. Database management systems usually implements one
or more database models. Hierarchical model, network model, relational model, object-
relational model, object models, semi-structured models are some exemplar database
models. We describe some of fundamental data models related that illustrate data and

relationships among data [1] [2].

2.2.1 Relational Model

Relational model is first proposed in 1969 by Edgar F. Codd [2]. However, today it is
the principal data model used in traditional and most often used commercial DBMS. Re-
lational data models are representational (or implementational) data models [2]. These
models hide some details of data storage but allow direct implementation on computer sys-
tem. Hierarchical and Network data models preceded by representational models mostly

used in implementation and complicated the task of modeling data.

Relational Databases are based on relational model that uses a collection of tables for
representing data and relationships among data. At this, a table is a collection of records
and record type definitions. Each table and column has unique name. The sequence of
rows and columns is insignificant which can be interchanged without affecting the values.
Certain fields of record can be designed as key as unique identifiers of rows to sort or to
analyze data effectively. A primary key can be referenced from other table as a foreign
key that forces integrity constraints on the data. A tuple can be any real-world object like
employee, address, etc. and attribute can be represented as a property which describes

the row value. The following figure 2.2 demonstrates a relational model.

2.2.2 Entity-Relationship Model

The entity-relationship model (ER model) consists of entities and relationship among
these entities. These are conceptual data models [2]. An entity is a thing or object in
real world that noticeable from other objects. Different entities associate among them
using different relationships. Mapping cardinalities is one of important constraint which
database conforms that presents the number of entities associates to other entities via

relationship sets (i.e. a set of all relationships of same type) [1]. This model basically
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Figure 2.2: Relational Model

provides graphical representation to view data and its relationship so, it is most often

involved in designing databases.

2.2.3 Object-Oriented Model

The object-based data model is a database model with additional object oriented specifi-
cations as object identity, methods, with concept of functions, interfaces, object identity,
encapsulation etc. It adds database functionality to object oriented programming. Impor-
tance of this approach is unification that unifies applications and database into a seamless
data model. Advantageous result is need of less code, uses more natural data and easy
to maintain. Object-Relational data model can be formed by combining features of
objective data model and relational data model. This technology has been inherited from
robust transaction and performance features of relational data and flexibility of object
oriented data [2 |. When a relational database management system is being used by
object-oriented programs that is objects and classes are directly mapped to databases,

some technical difficulties occur called impedance mismatch.

2.2.4 Semi-Structured Model

The semi-structured data model is a self-describing schema that permits specification of
data where same type data items may have different attributes. It is contrast to previous

models where every data item of same type must have similar set of attributes [1]. This
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physical data model describes how data is stored in system. It is represented in terms of
graphs which contain labels to underlying structure. Such data models are mostly used
for data on web where we deal with databases than schema [1]. It is extremely flexible
data exchange disparate databases. It used to integrate databases with XML (Extensive
markup languages) and DTD (Document Type Definition).

2.3 Database Architectures and Properties

After the understanding of basic concepts of database systems, in this section we describe
fundamental architectures of database systems. We listed self-managing properties of
DBMS.

2.3.1 Codds 9 Rules for DBMS

In 1982, the British computer scientist Edgar Frank Codd introduced the properties of
DBMS that differentiate DBMS from other systems managing data persistently for e.g.
file systems. He invented a relational model for database management system and the
theoretical basis for relational database. Here, we describe the list of capabilities that are

provided a full-scale database management system [49].

1. Data storage, retrieval and update : Means of operation to accessing, creating,

modifying and deleting of data.

2. A user-accessible catalog for data description : Data description is allowed to access

as the part of data itself.

3. Transaction support to ensure that all or none of a sequence of database changes
are reflected in the pertinent database : Group of operations as a logical unit can

only be executed or none and stored permanently in databases.

4. Recovery services in case of failure : Provides functionality to grant long term

accessibility even after any error or failure occurred to system.

5. Concurrency control services to ensure that concurrent transactions behave the same
way as if run in some sequential order : Execution of parallel running operation that

operate on same objects are accessed by system.

6. Authorization services to ensure that all access to and manipulation of data be
in accordance with specified constraints on users and programs : System grants

changes and access only through authorized way.

7. Integration with support for data communication : Integration and management of

homogeneous and non-redundant data
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8. Integrity service to ensure that database states and changes of state conform to
specified rules : System grants consistency of data that ensures data content and

their changes are correct.

9. User Views : Different users or applications have different perception of data.

These set of nine rules may be confusable with Codds 12 rules that invented in 1885,
but actually both are different from each other with same intentions. In early 1980s, as
the relational databases had become very popular and trendy, Dr. Edgar Frank Codd
invented the twelve rules of relational databases. The Codds 12 rules are actually the
set of thirteen (Rule 0-12) requirements on DBMS implementing the relational database
model and intended to differentiate RDBMS with other DBMS. However, these rules are
strictly rigid rules. Even currently available and well established relational data manage-

ment systems are failed to fully comply with.

2.3.2 Schema Architecture

Database system is collection of data and set of programs that allow users to view and
to modify data [1]. The main purpose of database system is to provide users an abstract
view of data by hiding complexity through several levels of abstraction. It simplifies user’s
interactions with system in accessing and modifying data as many users are not computer

trained:

e Physical Level: The physical level is the lowest level of abstraction. It describes
implementation details how data is stored, how it can be accessed and also describes
complex low level structure of database. DBA decides what stored data to be used
by this level.

e Logical Level: - This is next higher level describes what data stored in database.
This level represents whole database in small and simple structures. It abstracts

data from implementation details and complexity is hidden from user of logical level.

e External Level: - It is the highest level of abstraction includes many views as part
of actual database. At Lower levels of abstraction complexity and implementation
details are present. However, every user need not to access whole database rather
part of database. This level simplifies the interaction of users with database. Figure

2.3 describe the three levels of data abstractions.

Modifications of the schema at a level without affecting the schema at higher level
is supported by ability called Data Independence [2]. Logical and physical data inde-

pendence makes changes in schema without affecting application program. Interactions
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Figure 2.3: Three-Level Schema Architecture of Database System

though schema are carried out by specific language called DDL. Data Definition Language
(DDL) is provided by database to specify database schema. It is not procedural language
rather descriptive language. It describes entities and their relationship with expression of
data model [1]. Data Manipulation Language (DML) allows users to manipulate database

including retrieval, insertion or modification of data.

2.3.3 System Architectures

The architecture of database system is greatly inclined by computer system on which
database system runs [1]. The database systems can be centralized, networked, parallel
or distributed:

2.3.4 Network Systems

In network system many computers and other components are connected together with
common interface. These systems includes centralized systems which runs on a single
computer system and client-server systems in which some tasks are carried out at client

side and some tasks are executed at server side. We see these variants in brief.
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e Centralized Systems: Earlier all processing of system are carried by using main-
frames but, as the hardware prices diminish, most of the users replaced their sys-
tems with Personal computers (PCs). A centralized computer system consists of
few CPUs and device controllers that are connected through common bus to shared
memory. CPUs and device controllers execute concurrently in system and a local
cache memory of CPUs which keeps local memory parts that helps to speed up ac-
cess of data. Centralized systems also categorized in two parts: Single-user system
and multiuser system [1]. PCs and workstations are examples of single user systems.
A typical multiuser system has more disks, more memory and multiple CPUs. Sin-
gle user database systems do not provide many facilities that multiuser system does.
Support to concurrent control or crash recovery are absent or not required in such

systems while multiuser systems supports all features of transactions.

Frontend (Client level)

Report Data minin Data
SQL User Forms P . .g .
: generation and analysis dictionary
Interface interface :
and tools tools functions
Interface (SQL +API)
Query Concurrency Buffering and
Access ; ’
evaluation & control and Data Storage caching of
structures o .
optimization recovery disk pages

Back end (Server level)

Figure 2.4: Functionality of Client-Server System|1]

e Client-Server System: Client-Server architectures are basically developed to deal
with system structures where number PCs, device controllers, printer, web servers
and other components are connected through network. Today personal computers
became cheaper, faster and powerful. In personal computer, user-interface function-
ality has been handled by centralized systems so today centralized system became
more server-systems that completes the requests by client side. Functionalities of
database systems vary from system to system and are broadly divided into two parts
as the front end (Client level) and the back end (server level) as shown in above
figure2.4 The interface between the front end and the back end is through SQL or
application programs. Some of the transaction processing systems provides trans-
actional remote procedural call interface that connects client with servers [1]. This
remote procedural call is a transaction at server end which can undo the effects of

procedure calls after transaction abortion.
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Figure 2.5: General Architecture of Parallel Database[12]

2.3.5 Parallel System

Parallel processing within system allows database system to faster respond to transactions
and more transactions per second. Parallel database system improves the performance of
database through parallelization of many transactions by using multiple CPUs and disks
in parallel. Day by day databases are growing large. It contains large volumes of transac-
tions and multimedia objects. Simultaneously, Parallel machines are quite common and
affordable too. So, the Parallel Databases are very demanding to gain advantages of high
performance, high availability and extensibility too. Figure 2.5 depict a general structure

of parallel database system.

Through-put and response time are two main measures of performance of database
system. Through-put is the number of tasks completes in given time and response time
is an amount time period required to finish a single task. A system that processes large
number of small transactions in parallel can improves through-put and response time as
well. Speedup and scale-up are two benefit measures of parallel database system. Speedup
measures the maximum processing speed by parallelism and scale-up measures how well

increased number of transactions can be handled [1]. The main focus of parallel DB is
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to execute parallel processing whenever possible. There are three opportunities to handle
parallelism; by sharing memory, by sharing disk or by sharing nothing neither memory

nor disk.

2.3.6 Distributed System

Data is distributed across many sites in organization where it is most needed and still
it can be accessed from other sites and departments. For larger organizations it always
beneficial to have multiple copies of the data though one of sit is failed to operate. In dis-
tributed database, databases don’t share any memory or disk, they communicate through
different communication media as high-speed network or telephone lines. Distributed
database system can be defined as a collection of multiple and interrelated data dis-
tributed over a network. In distributed database, files not only interrelated to each other
also be structured among files and can be accessed via network. These can be classified
according to their functionalities as homogeneous and heterogeneous. Homogeneous sys-
tem has identical database management systems and cooperates in user request process.
In contrast to these heterogeneous distributed systems has different DBMS and different
sites use different schema, and these are not aware of each other. Diversions in schema
and softwares are the problems for query processing and transaction processing [1]. Data
can be stored in distributed databases in two ways; by replication and by fragmenta-
tion. In replication, system maintains several copies of relation and stored each replica
at different site. In fragmentation relation can be partitioned into several fragments and
stored at different sites. The major advantage of distributed data system is that it pro-
vides data transparency. User may not need to know details about data locations or data

management at a location.

2.4 Transaction Management

In DBMS, many queries run in parallel also on the same data objects. These multiple
database operations can overlap and interfere database performance up to correct query
execution. Transaction is unit of program execution that accesses and updates the various
data [1]. Transaction is initiated when users program perform read/write operations on
data retrieved from database and concurrent executions of program. It reads value from
database and writes values to database; in short it is an abstract view of user’s program.
Usually, transaction is initiated by user program written in data manipulation language or
programming language (SQL, C++, java etc.). A collection of all read/write operations
is executed between begin transaction and end transaction.

Database system need to maintain following properties abbreviated as ACID to guar-

antee that all transactions are processed reliably. The acronym ACID for the characteri-
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zation of transactions was coined in 1983 by T. Hrder et al. [48].

1. Atomicity: This property explains either all operations in queue reflected in database
or none of them. Database system keeps record of data on which operations to per-
form and if transaction could not complete its execution database system restores
old values to appear that transaction has never been executed. Such a way incon-

sistency is not visible in system [1].

2. Consistency: The execution of isolated transactions preserves consistency of database.
It verifies that if database is consistent before execution it remains consistent after

execution also.

3. Isolation: Though many transactions ensure consistency and atomicity property,
sometimes concurrent executions of operations infuse in an undesired way. In con-
current execution, one transaction finishes before second transaction starts or first
transaction starts after second finishes its execution. Such a way system guarantees

that each transaction is unaware of other transactions.

4. Durability: Once a transaction has been completed successfully, updates carried
out on database by transactions remain same, even if system fails after transaction
execution. If there is loss of data in main memory due to system failure, data on disk
never lost. Information about updates and written disks are sufficient to reconstruct

the updates after restarting the system.

In concurrent transactions isolation property cannot be preserved well [2]. To ensure
this, system controls interaction among concurrent transactions by using Concurrent-
Control component. The computer system may loss necessary information after system
failure (e.g. hard disk crash, power failure, software error etc.). So, database system
should ensure atomicity and durability properties of transactions. It is ensured by recov-
ery scheme that restores database to consistent state. This also provides high availability
of database. In concurrent transactions, confusion between several transactions while ac-
cessing same data can be solved using serializability [1]. It orders concurrent transactions
in a specific way to access and to release shared data item. When one transaction in a set
is waiting for other transaction in set and makes no any progress, the time system goes in
deadlock state [1] [2]. The solution to deadlock problem is calling rollback action. Action
rolled back a transaction to the point where lock is obtained and release of lock solves
the deadlock. The effects of threats on these ACID properties will be discussed later on

in this survey.

Every transaction in database ensures ACID properties. Through literature survey,
we found some properties that are more suitable than ACID for large database systems.

ACID qualities are not well compatible with performance and availability of large database
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systems [31]. In DBMS, high degree of scalability is achieved by using functional parti-
tioning. It decomposes a good data structure into tables grouped by functionality. ACID
provides consistency to such databases but, to ensure availability and to produce scalable
data structures, BASE is a good alternative [30]. BASE (Basic Availability, Soft-state
and Eventual consistency) is antonym term to ACID properties. ACID enforces database
consistency at end of every operation where BASE accepts consistency of database at
state of change. Though ACID is fundamental requirement of every transaction, it is

limited to distributed database scaling.

We summarize this chapter with knowledge of basic understanding about DBMS; its
architecture and the self-managing properties which differentiate them from other sys-
tems. The security of these database systems and possible threats to them , we will

describe in the next chapter with necessary database security requirements to be ensured.
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Chapter 3

Database Security, Threats and
Requirements

In this section we overview the fundamental concepts of database security and how
database security has evolved from last few years. The various threats that affect to
database security are described. The necessary database security requirements are pre-

sented those should be ensured for better security of database systems from threats.

As already stated in prior chapter, all organizations depend on computerized data
systems to carry out their daily activities, because data become the most important asset
of every individual and enterprise application. For the ease of the data transaction and
day-to-day operations, data is stored in databases. The successful incidents of organi-
zation such as beneficial investment plans, well defined contracts or financial gain are
depend on quality and quantity of data secured in databases. Besides, the breakdowns of
organizations such as data loss, threats to system, weak security policies too affect to data
security. As the intrinsic value of data in organizations is increasing regularly, the data
stored in databases as well as overall information about organization is very necessary to
secure that each individual is necessitating in every aspect of life e.g. bank transactions,
securing personal data at social networks, etc. Violation of secured data in many forms
such as misuse of data, damage, theft or threats to data affect not only to single user but
also to the entire organization. These risks to databases are ever-increasing, so a need for
securing the databases is also escalating. Thus protecting databases against these risks is
important and this is where database security comes into place. It is specific topic under
broader range of computer security. Before going into detail about security and concepts,

we first review how database security has evolved time to time in historical perspective.
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3.1 History of Database Security

As many organizations have adopted the database system for day-to-day operations, the
security of database is becoming more crucial. Violation of database security not only im-
pact single users, also it is a reason for many consequences in enterprise organization. In
terms of databases, security is closely connected to sensitive and confidential data about
the organization or about business-critical knowledge. According to the data breach re-
port 2013 [22], databases have highest rate of damage among all businesses assets. P.
Lesov [23] has been made detailed survey on database security in historical perspective
which we have referred in the followings. Over the last 30 to 40 years, information tech-
nology has gone through many changes and database security community has been tried

to solve threats and damages to database security.

At earlier years of databases (pre 1980), when relational databases are not so pop-
ular, only few government organizations like Department of Defense (DoD) were active
to deliver importance of database security. Every organization has framed some security
policies according to vulnerabilities found. At that time, only physical and logical threats
were identified. Physical threats were comparatively easy to control by securing servers
in authorized rooms. A trusted environment was balanced and provided in a way that
commercial applications were not affected by threats. Database attacks were not so de-
structive and attack tools were also not so easily available to unauthorized users. That
time, the main focus of research was inference of sensitive data in database and access

control mechanisms also were proposed to control user access on privileges.

In 1980s, the uses of database applications were enlarged. Simultaneously, the sophis-
tication of attack tools started to attack on databases with minimum knowledge of target
information. Databases were used on shared resources so improvements in security mea-
sures across networks were needed. Though, access control models were good sources to
ensure security, there were always chances of violence of these controls. To enforce more

security towards data, data used to be modified and stored in repository in encrypted form.

The period of 1990-2000 is the period of dominant developments was occurred with
massive transformation in digital world. Realization of World Wide Web and creation of
windows browser has been popularized. Introduction to programming methods like object
oriented programming language brought up an efficient way for databases to deal with
complex object data. In this era, many important developments occurred like primer to
Object-Oriented Databases (OOD) as an alternative to RDBMS, Online Analytical Pro-
cessing (OLAP) and widespread adoption of personal computer. This period gave space
to grow a serious problem to database security that is insider threat. Though perfect

access controls and encryption techniques were applicable, data could be still harmed by
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a valid user.

Post 2000 period was more consolidated towards data security. Encryption technique
became more common for data at transit or rest state, user authentication has been ad-
vanced not to keep critical data system unexploited. Research in access control has been
still sustained with new data types entered into databases like spatial or sensor data. For
media data types, digital right management research also became very prominent to pre-
vent intellectual data piracy. Today in year 2013, according to Risks to Database Security
Report 2013 [24], Database risk has become increasingly vulnerable attack. Increased ac-
cess to data stored in database and ever changing nature of attacks are basically reasons
to this growth. In the past, attackers just wanted to prove their attacking ability by hack-
ing to networks. Now attackers are more organized and persistent but their motivation
has been changed as publicity, financial gain, blackmailing or revenge etc. Historically,
organizations are being focused to put efforts on perimeter security and external attacks
like firewalls, secured routers, anti-virus etc. However, all along with these investments,
it is also necessary to concentrate on direct attacks on databases like insider threats and

requirements of providing database security.

3.2 Introduction to Database Security

This section introduces the necessary requirements for data security, the threats against
it and the fundamental concepts that have been useful for many detection and preven-
tion methods. These threats and database security requirements are going to be used in

further section for the comparison purposes with the various mitigation mechanisms.

Because Database security is multi-layered and covers different protection and pre-
serving mechanisms, there are several interdisciplinary definitions regarding on the field
of applications. Generally, database security can be defined as a system or a process of
protecting confidentiality, integrity and availability of data [7]. In addition, a basic goal
of data security is protecting system or database systems from significant loss of one of
these basic facets. To protect data from unauthorized access, unauthorized modification
of available data and providing access to database services when needed i.e. confidential-
ity, integrity and availability respectively are considered as the major values of preserving
data security. But, these days, malicious authorized access has been also a major subject
to concern which we see in details in our next chapters. Consider a company database
that stores budget information like salaries, credit card numbers, financial information,
etc. This information should be released to only authorize user, it can be modified prop-

erly only by a person who is authenticated to do so and also the salary statements should
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be printed in regular time period. Such a way security of data is ensured. All these facets
have their own importance in every differ case. Suppose, a company website has all infor-
mation about company, projects, products and contact information etc. here availability

of information is more necessary than the confidentiality and integrity requirements.

Designing completely secure computer system is today widely accepted problem. At-
tackers continuously break into the systems and security vendors try to provide security
as a very necessary feature to protect that product. System security engineering a system-
atic security approach to design system security, is concerned specially with identifying
risks, requirements and strategies [47]. Handling with the threat to the system relate to
core understanding of security requirements. Security engineering approach can be viewed
as shown in figure 3.1. Threat modeling entailed with understanding the complexity of
system and identifying possible threats to system in spite of they can be exploited or not.
Proper identification of threats helps to develop meaningful security requirements. During
security requirements, these identified threats can be analyzed according to their possibil-
ity features and decision is made to mitigate that threat or to accept the risk associated
with it. System designers first decides which security mechanisms must be available to
system and then developments of security mechanisms just follows the system engineer-
ing process of design, implementation, testing and maintenance. The feedback by each
stage in security engineering cycle allows designers to catch mistakes made in every stage
without letting their affects cascade. Threat modeling and security requirements provide

the foundations on which the rest of security system built.

Threat Modeling

Security
Requirements

Develop Security
Mechanisms

Figure 3.1: System Security Engineering [47]

Many organizations have security strategies that are plans to mitigate risk of data

threat and overall possibility of harm or loss of data. It also addresses the data concerns
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from legal and contractual perspectives [45]. But when regulatory or contractual require-
ments are not enough for security we need to observe more fundamental requirements of
database security. We describe these requirements of database security in detail in the
following subsections. As databases are increasingly targeted by attackers, the percentage
of records compromised by database breaches is also getting higher. According to Data
Breach investigation Report [22], 30% of breaches were against databases and more con-
cerning issue is 75% of records were compromised when database is breached. Database
is much larger overall risk area to have large impact on organization and database has

higher percentage of total records compromised than other asset as shown in figure 3.2.
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Figure 3.2: Percentage of Records Compromised per Asset [46].

3.3 Database Security Requirements

To address database security as part of overall security strategies, it is much important
to know what all key areas or requirements should be considered. We describe database

security requirements as follows.

Confidentiality

Confidentiality of data means only authorized person can get access to information and
secret information is kept secret only. It is ensured by different components of database
management system as access control mechanisms and encryption. It is protective goal
against unauthorized disclosure of data. Authorization i.e. rights, privileges or permission

to access data, defines who can access what data. And these authorities are declared by
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access control policies. Other important mechanism to ensure confidentiality is enforced
by encryption [10]. Encrypted data is made readable only to authorize person using

encryption key and data will be confidential thought out transaction.

Integrity

Integrity is mainly concern with origin, accuracy and completeness of data. It ensures that,
data in database is modified by authenticated person in authorized way. Data integrity is
ensured by preventive access control mechanisms and semantic integrity constraints [4].
Preventive mechanism as access control prevents unauthorized modification to data and
semantic integrity constraint verifies that modified data is semantically correct or not
by using set of predicates and conditions. Integrity constraints are not only relating to
data modifications. It also deals with physical, logical and element integrity [8]. Physical
problems of databases like power failure, stealing hard drives, etc. are dealt by physical
database integrity. So a database should be recovered from such physical crisis. Logical
database integrity maintains structures and relations in databases. Accuracy of data

elements is preserved by element integrity.

Availability

Availability is one of most important pillars of data security. It ensures that data in
database is always accessible whenever it is needed by organization. There no sense of
keep data confidential and secure when data is not available to access. Availability of data
is ensured by backup and recovery techniques and concurrency control mechanisms [4].
Along with natural disasters, man made mistakes also affect to data readiness. Along with
these three requirements, there is one more important fundamental of database security:
privacy. Though privacy looks as synonym for meaning of confidentiality or security but
the two are quite different things. A fundamental quartet of database security is shown

in figure 3.3

Privacy

Privacy is often used as synonym for security or confidentiality of data. But, these terms
are quite different from each other in their core understanding. Generally, in information
security, privacy refers to rights of individual for keep personal information private such
as name, address or bank details etc. Today many countries hold law to protect personal
information in organization and set penalties for privacy denial. Data confidentiality
can be achieved with authorized access of data but data holds privacy requirement even
though it has been disclosed. Privacy requirement restricts access of data which should

keep private by law. So data such as personal information, trade secrets or any sensitive
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data be only regulated by its authorized access by authenticate users.

r N
Confidentiality Integrity

Availability Privacy

Figure 3.3: Fundamental Quartet of Database security

To maintain the data security, ensuring only data confidentiality and integrity is not
enough especially in clouds. When data is queried, queries reveal partial information
about data. Though data and related query are encrypted, the partial information can
be concluded by query access pattern or accessed positions on encrypted data [10]. Hence

with CIA, to ensure data privacy is also much needed.

Thus, we have discussed cornerstone concepts of confidentiality, integrity, availability
and privacy. As the data stored in database is most sensitive, it is very obligatory to
secure it. Databases can be attacked in many ways when interfacing with some applica-
tions. The complete solution to database security should meet these four requirements
and also there are other some basic requirements that should be considered for the secu-

rity databases; we describe these additional requirements as follows:

Auditability

Today, database auditing becomes one of crucial component of database as the threats to
database application become sophisticated. Database auditing is a facility that monitors
and records the use of database resources and authorities. When database auditing is en-
abled, each audited database operations creates audit trails of information that includes
information about operation that was audited, the user that performed the operation and

date and time about operation performed. These audit records stored in data dictionary
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tables, called database audit trails or in operating system, called operating system audit
trails. Tracking the information about who does what at what time is important in con-
cern with security of data stored in databases. External users try to compromise security
and access data which strictly viewed as threat. But, along with external agents, many
companies have faced the problem threats that are internal. So, auditing is essential
because the tracking of unauthorized access originating from an authorized user can be

viewed.

A database auditing can be carried out in two categories: standard auditing and
Fine-grained auditing (FGA) [52]. Standard auditing provides to enable auditing of SQL
statements (create, update, alter, delete), privileges, schema objects or network activities.
FGA enables auditing of a specific application table columns provisionally based on some
aspects such as IP address or name of program to connect to database. A typical auditing
carried out at different levels of DBMS such as at the database, program level, database
object level, user levels. The audit trails that are produced should capture all after- and
before- images of database changes. So, the problem in current database audit trails to
capture this much huge information and storage of these audit trails somewhere in system
especially when it is busy affects to performance to suffer [51]. Furthermore, auditing is a
post-activity; it cannot do anything to prohibit unauthorized access. But, there are many
situations where audit trails are very beneficial to detect threats. Such as, security poli-
cies of company traces everyday data changes, government regulations produce detailed
reports by analyzing regular data access, identifies root cause of data integrity threats on

a case-by-case basis, etc. It helps to promote data integrity by detecting data breaches.

Authentication

The concept of authentication is very well-known to everyone. For example, in case of mo-
bile phone authentication we need to give PIN number or computer system authenticates
a username by asking for a password. In context of DBMS, database authentication is a
process of confirming the identity of someone (a user, a device or other entity) who wants
to log into database or to use data, resource or application. In databases, authentication
process is obtained in multiple dimensions since it happens at different levels. It can be
performed by database itself or by operating system or allows the other external methods
to authenticate users. To authenticate the identity of users or to avoid unauthorized use of
database username, Oracle performs identification by using any combination of methods
described follow [53]:

e Authentication by the Operating System: Some operating systems allow

database system to use information they need to authenticate users.
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e Authentication by the Network: Database systems user can accept authentica-

tions from available network services.

e Authentication by the Oracle Database: Oracle be able to authenticate users

trying to connect to a database by using information stored in databases.

e Multi-tier Authentication and Authorization: In multi-tier environment, or-
acle controls the security of middle tiers by bounding their privileges, by protecting

client identities through all tiers and auditing actions.

o Authentication by the Secure Socket Layer Protocol: Users identified by
externally or globally can authenticate to database through Secure Socket Layer

(SSL), an application layer protocol.

e Authentication of Database Administrators: Database system provides spe-
cial authentication schemes for database administrator user name as they perform

special operations than normal like shutting down or staring up a database.

The DBMS requires precise user authentication, both for the audit trail and to permit

access of certain data.

Encryption

Encryption is a process of encoding information (here plaintext) by using encryption key
which is turning into a unreadable ciphertext, in such a way that no any hacker or insider
threat can read it, but that only authorized parties can read. Oracle advanced secu-
rity Transparent Data Encryption (TDE) [54] provides ability to encrypt sensitive data
on storage media completely transparent to application itself. Encryption is a strong
database security control when implemented correctly, so that it is important to under-
stand protected data in two states: data in transit and data at rest. Database provides
different encryption methods for encrypting data in transit and data in rest. Data in
transit refers to data that is traveling across network. It is important to ensure that data
is encrypted when it traverses in network that avoids data breach problems mostly by
internal attacks. Data at rest refers to data that being stored in database. Data can be
encrypted at different tiers as part of application. By encrypting data in database itself,
the encryption controls are being centralized for the data at its source. It is important to

note that encryption can be applicable to data stored for backup purposes.

Access Controls

Access controls not only defend the system against external or insider attacks but also

they protect from the mistake that user introduces which has a big impact on operations
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as internal attackers. Suppose, when a user deletes an object as an important table by
assuming not useful so far. Access controls can minimize the force of risks that affect the
database, such as application risks that has direct impact on security of database on the
back-end. Access controls can be applied to two categories of users on principle of least
privileges as: administrators and standard end-users. Each DBA should be limited only
the functionality they need to do their job. Sometimes default roles provide many more
privileges that are more than necessary. In such cases, default roles as DBA should not
be used, instead specific roles to fro only administrative activities can be designed which
grant only necessary privileges. Following figure 3.4 describes multiple roles are set up to

different levels or types administrators.

Backup and
Recosery Sy
DBA Role =
DBA Role Examples of Roles with
increased privileges that are
only used when necessary

Database Adblication Database
i Architect

Analyst
Role DEA Role Role

Provided to Administrators

BasicPrivileges for Day to Day Activities

Figure 3.4: Example of Access Controls to Administrators[33].

For regulatory purposes, access controls need to be addressed because they directly
impact what information the user can access. Centralized management of access controls

can also diminish the risks of inappropriately applying access controls to any user.

Non-repudiation

The notion of non-repudiation is the avoidance from repudiating a transaction once it
is committed. This simple notion is well understood in information and database secu-
rity. When we add or configure a new database connection, we always need to specify
audit, non-repudiation and security configuration information in system settings. Non-
repudiation is a service that provides verification of origin and data integrity which can be
done by third party at any time and some believe it is supported by digital signature [56].

It is also suggested that along with digital signatures, other approaches also guarantees
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non-repudiation such as biometric information or other data or signer that could not be

easily repudiate.

Secure Configuration

The security of system within environment is ultimately can be handled by us. Unfor-
tunately, the issue security of database is not fully understood by security professional.
The challenging part of handling database is the complexity involved in its management
system, which lead to security problems and mistakes. Security consideration requires
to be given to not only database also the surrounding environment including operating
system and applications. The complexity can be managed successfully with right tools
to automate security configuration. It includes database discovery, audit trails, scanning,

automated remediation, configuration lock down, and so on [45].

Securing a database considers many fundamental areas such as users and roles, pass-
word managements, auditing, parameter setting and default accounts. When a new
database is created, Database Configuration Assistant (DBCA) is used to create a more
secure configuration of database than previous one. The secure configuration setting may
include the operations like password specific settings in default profile and auditing. First
feature may enable to enforce password expiration and other password policies and the
second feature enables auditing for specific events as database connections for SQL state-
ments and privileges [55]. Once database is secured, configuration vulnerabilities need
to be regularly monitored for potential changes. Because, there is a huge chance that
well-intentioned internals may modify the configuration of a system and leaving it in vul-

nerable state.

As we have seen, database security is a part of overall security strategies; there are
other security requirements that also should be considered such as physical security, ap-
plication security, efficiency, separation environments, user awareness training, backups,
etc. Here we will not directly address those, except to refer them as important security

requirements throughout our survey.

3.4 Threats to Databases and Possible Attacks

The threats and dangers we describe in this section are compared with presented preven-
tive and detective mechanisms of insider threats in the further section of report. However,
prior to threats are mentioned, here we list the possible threats to databases and under-

stand with their introduction and description.
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Today, data is one the most important assets in every aspects like bank, corporations
and organizations to make any decision for an individual or for an organization. A mas-
sive growth in the use of information and technologies has evolved. But, the threats and
misuse of it is not far in following. As a reason, many research institutes and data security
companies has been expanded the scope of work in different areas like banks, government
agencies, etc. One of those was Computer Emergency Response Team (CERT) designated
at Carnegie Mellon University (CMU) and the SANS Institute that specializes in internet
security training has a great contribution in data security field particularly in case of
insider threats too. In the year of 2013, GreenSQL, Imperva Inc, Ascertia, Database Spe-
cialists Inc, and some more are considered few of top global leaders in database security

and compliance solutions.

To maintain and manage the data become very easy and sophisticated due to the stor-
age of data in databases and carried out by using DBMS. Data is stored in database in
well organized way. By reason of tremendous importance of data, securing data present in
databases from various threats is also absolutely essential. According to Data breach Re-
port 2012, among all business assets database has the highest rate of breach and reported
that 96% of records are breached from database [22]. The database are particularly in-
terested and often selected as target by hackers or by insiders because these are the heart
of every organization and stores all the confidential and sensitive information. Though,
databases are vulnerable targets to host of attacks, these can be dramatically reduce the
risk by focusing and understanding the most critical threats. Here we are going to review
the most critical and possible database threats and new attack methods that are coming
up day-by-day due to vulnerability of data. These threats and attack methods listed as
follow, have been observed through our intense literature survey [75, 90,97,95, 91, 93)]:

Excessive and Unused Privileges

When a database user is granted the privileges that exceed their function requirements,
then these privileges can be intentionally or unintentionally exploited. For example,
when a bank employee is assigned to change only account holder information may take
advantage of her extra privileges and she can increase the balance of colleague’s saving
account. Furthermore, when a former employee still has the access rights to data systems
after leaving organization, she may use her old privileges to steal the sensitive data. Such
type of threat occurs when privilege control mechanisms for job roles have not been well
defined. As a result, users may grant for default privileges that exceed their specific job

requirements and creates unnecessary risk to database security.
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Privilege Abuse

In this database threat, a database user with legitimate privilege access may abuse the
information stored in database for malicious purposes. For example suppose in health care
center a worker has privilege only to view individual patient record but he may abuse that
privilege by connecting to the database by using MS-Excel he may retrieve and save all
patient records to their client machine. Once data exists on endpoint machines, it becomes

susceptible for Trojans, laptop theft, etc.

SQL Injection

To date, database serves as backend for many applications such as web applications. SQL
attack is considered as one of the major attacks on databases. In a SQL injection attack,
an attacker inserts or injects some malicious or unauthorized statements into a weak SQL
data channel. Mainly targeted data channels are web application parameters and stored
procedures. Many web applications use on the fly SQL queries without appropriate user
validation. And, this is the one of the main reasons for SQL injection attacks. With
SQL injection, user can get unrestricted access to entire database and if these injected
statements are executed in databases then all critical data can be viewed, copied or

manipulated easily.

Weak Audit Trail

Automated and timely recording of all database transactions involving sensitive data is
a part of database deployment is ensured by database auditing policy. Such policy is a
very important part database auditing since all sensitive database transactions have an
automated record and the absence of which may pose a very serious risk to database and
instability in operations. Many enterprises turn to native audit tools provided by database
vendors. But, such approaches don not record necessary details to support auditing and
threat detection. Most of the native audits are unique to database server such as Oracle
Logs, MS-SQL and DB2 are different from each other. So, it may impose a significant
barrier to implement uniform and scalable audit process for organizations with heteroge-
neous database environments. The users with administrative access either authorized or
malicious they can turn off database auditing. So with ensuring strong separation of du-
ties, database audit duties should be separate from database administrators and database

server platforms.

Backup Data Exposure

Backup database storage is often completely unprotected from attack. For many insiders
and hackers is an easy way target to attack as theft of database backup tapes and disks.

Failure to audit database transactions and monitoring activities of administrators who
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have access to database sensitive data can put data into risk. It is very mandatory to
take appropriate measures to protect database backups of sensitive data and to monitor

highly privileged databases users.

Denial of Service

Denial of Service (DoS) is a type of attack in which all users including legitimate users
also are denied to access the data databases. DoS conditions may be created via using
many techniques. For example, DoS can be achieved through by taking advantage of
platform vulnerability to crash database server. Other common technique is to overload
server memory or CPU by data flooding with database queries that cause the server to

crash.

Inference

Inference is a way to attack on database systems where sensitive information is derived
from complex databases at high level. Even in secure DBMSs, for users it is possible
to draw inferences from the information obtained from databases or with some prior
knowledge by guessing or concluding the more sensitive data. When more highly classified
information is inferred from less classified information, inference may present security
breach. In databases, two inference vulnerabilities may appear: data association and
data aggregation. Data association occurs when two values seen together are classified
at higher level than classification of either value individually. Data aggregation occurs
when set of information is more sensitive i.e. classified at higher level than the levels of
individual data items. In inference problem, attacker may try to access data by direct

attack, indirect attack or by tracking.

Unpatched DBMS

In databases, vulnerabilities that are exploited by insiders or attackers, are kept changing.
To do so, database vendors release regular patches so that sensitive data in databases
remain protected from threats. It is necessary that once patches are released they should
be patched immediately. If in case they kept unpatched, attackers can reverse engineer
the patch or they may take advantage of finding solution how to exploit the unpatched

vulnerabilities, leaving databases more vulnerable than that before patch was released.

Misconfugurations

It is common to find venerable databases or discover the databases which have default
accounts and configurations. Databases become misconfigured when unnecessary features
are left on because of poor configuration at database level. Such misconfigured databases

provide weal access points for the attackers to gain the access for sensitive data or to
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bypass authentication. Misconfiguration occurs and affects to database security the ways
as default settings are not properly re-set or encrypted files may become accessible to

non-privileged users.

Buffer overflow

When program tries to store excessive data than that it was intended to have, the situation
is known as buffer overflow. A buffer contain only limited data, the extra data which has
to go other way, can overflow to the adjacent locations and corrupts or overwrites the data
present at those locations. For example, when a program is waiting for entering name
and address, rather than entering required content hackers may be inserts an executable
command that suddenly exceeds the size of buffers and results the corruption of data.
Buffer overflow is a result of programming error, so it is almost impossible for network

engineers to detect this threat, it can be performed by hackers or software vendors.

Social engineering

Social engineering is an attack in which system access information is gained from em-
ployees using role playing and misdirection. In this, employee unknowingly provides a
sensitive data to attackers via compromised web interfaces or email responses which ap-
pear like genuine request. Social engineering attack occurred to gin unauthorized access

to network.

Exfiltration

Data exfiltration is one of the most severe threats posed by malicious insiders. It is an
unauthorized process of copying, retrieving or transfer of data from the system. These
are targeted attacks where primary intent of insiders is to find and to copy the specific
data or transferring it across organizational boundaries. These data breaches occurred
mainly because of weak authentication access to systems or weak passwords. These are
much difficult to detect as insiders may choose among many available venues to transfer
data. The security controls designed for external attacks are not much effective for the

protection of data from exfiltration.

The white paper "Top ten Database Security Threats’ by Imperva Application Defense
Center has identified the most common and top threats to database and compared the
top ten database threats occurred in 2010 with the threats in 2013 shown in table 3.1.
Some new threats have been added to list and also showed the change in the ranking of
database threats according recent researches. These threats have been addressed by using
Database Auditing and Protection (DAP) which improves security and operational effi-

ciency. Due to this study, organizations can meet global requirements and best practices.
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[ Ranking | 2013 Top Threats 2010 Top Threats

1 Excessive and Unused Privileges Excessive Privilege Abuse

2 Privilege Abuse Legitimate Privilege Abuse

3 SQL Injection ~ Privilege Elevation

4 Malware NEW | Exploitation of Vulnerable, Miconfigured Databases

5 Weak Audit Trail SQL Injection

6 Storage Media Exposure ) Weak Audit Trail

I i el i U |Eatde

8 Unmanaged Sensitive Data $ Database Communication Protocol Vulnerabilities
Denial of Service L 7 Unauthorized Copies of Sensitive Data

10 Limited Security Expertise and Education NEW | Backup Data Exposure

Table 3.1: Top Database Threats in 2010 vs in 2013.

In his chapter, we introduced the fundamental database security concepts and how
the security to has been evolved since past decades. Also, we described a catalog about
related threats and possible attacks to security and the essential security requirements
that should be ensured. But, the most critical threat to data security i.e. an insider

threat has been introduced in next chapter.




3.4 Threats to Databases and Possible Attacks

37




Chapter 4

Understanding Insider threat

Today, the insider threats have been considered more dangerous than those of external
hackers and attackers. This chapter briefly introduces about the most critical threat to
database i.e. an insider threat. Furthermore, it explains the insiders, their characteristics
and how insiders are critical than outsiders. The factors that affect insider threats are
also presented which are obligatory to understand along with technical approaches while

mitigating these threats.

4.1 The Insider

To achieve business objectives enterprise need to trust their employees to hold their busi-
ness process workflow. But, trusting on employees working in organization does not guar-
antee the protection of confidential assets and sensitive data that stored in organizational
databases. A very common and well outlined definition of an insider is that an insider is
an individual with privileged access to organization system [16]. It is confounded by the
recent developments in ubiquitous network computing and a blurred boundary definition
of insiders and outsiders. Insiders have privileged access to the organizational informa-
tion, system and networks. Insiders are most often recognized as employees, but also other
people who relate to organization like contractors, business partners, auditors, suppliers,
students, associates, etc. are concerned. Furthermore, the definitions of insiders differ for
every organization according to their business policies and authorities. Nevertheless, we
clarify a certain individual as insider if he or she fulfills one of the below listed require-

ments.

e A person has privileged access to a computer system or network like workers, em-

ployees or staff members.

e An individual, who does not work in a company but has an organizational relation-
ship with this company like contractors, business partners, auditors and suppliers

ete.
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Someone, who has valid account to access the system from in- or outside the com-

pany like student, alumni, former employees or currently discharged employee.

Any officers or security staff having access to exclusive confidential and sensitive

information.

Anyone, who may not have logical privileged but physical access to the system, to
the systems connection or simply to the data storage like sweeper, cleaning staff,

delivery boy etc.

Individuals who has employed for technical positions as programmers, I'T specialist,
engineers etc To conclude, every insider has some extent of physical or logical access
to the system itself and to exclusive and sensitive information of the concerned com-
pany. Whereby, logical access primary refers to the policies, procedures and logical
controls used in IT security within a company and bad physical access may be a
person who finds the system is already logged in and uses without authorities or
without any intension it is used e.g. Somebody found pen-drive or CD on a desk On
the whole ”Insider is an Individual who has authorized access i.e. physical or logical
to exclusive information of organization.” To be more detailed we see following very

common characteristics of an insider.

Characteristics of Insider

Every definition of Insider has some common characteristics which describe them in clear

and detailed view. The mentioned characteristics are listed hereafter and will be used in

this master thesis to differentiate internal with external entities.

Trust: When a person is hired in a company, she is considered as a member of
trusted group of organization. Trust has different meanings in case of security and
social science. It means assurance and dependability [13]. As compared to out-
siders, trust is a fundamental characteristic of insiders. For what reason, insiders
are trusted by default because they are considered as a part of the organization and

therefore, they have trustworthy agreement with that organization.

Access: Insiders have privileged access to the system. The process of accessing
is distinguished in two ways as legitimate access and authorized access. Though,
insiders have authority to access to the information but it may not need to know

this information in detail to access it [19].
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e Knowledge: Insiders may have good knowledge about information, information
system and services and also enhanced abilities to misuse it. E.g., a person who
develops software has not a direct access to the system but has a good knowledge

about software or system.

Along with the above stated characteristics of insiders, the organization control, for exam-
ple a contract between employee and organization, can be considered as a legal authority

by insiders who are different them from outsiders [19].

4.2 Insider Threat

The term threat in relation with the term information relates to many meanings as,
threats can target the misuse of information, the attack on information holding systems,
whether that is successful or not, or the intension to extract sensitive information to take
advantage of it. More precisely, threat is a circumstance or event with potential to harm
information system in many ways, like unauthorized access, destruction of information,
modification of data, and/ or denial of service. Threats to information generally posed by
threat agents [33] could be originated from both outsider and insider. Research shows that
though threats originates from outsiders such as hacking or viruses, have gained enough
publicity, insider threats pose greater level of risk [13]. A conceptual framework as shown
in the following figure 4.1 has been proposed that helps generally the organizations to un-
derstand what could be protected (assets), what should protected from (vulnerabilities,

threats and risks), how they can be protected (countermeasures) [33].

A definition of insider threat depends inherently on the field of application and on
the definition of insiders itself, there is no any generally accepted definition. However,
research [13] on Insider and Insider Threats has accomplished that a chosen definition of
insider threat is depend on a context in which they are considered and also on a threat
of concern with specific audience. The threats to data are generally entities, events or
circumstances that exploit vulnerabilities in system by imposing harm or by violating
normal security operations (in form of destruction, disclosure, modification, interruption
of data). The Software Engineering Institute held CERT Program [32] proposed a defi-
nition of a malicious insiders as employees, business partners who has or had authorized
access to an organization, network, system or data as well who has excess or misused the

access in a negative manner which affect to data security.

A research by Bishop [18] on defining insider threat argued that majority of papers

considers a binary approach to an insider. They have proposed a definition which can be
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Figure 4.1: Security Conceptual Framework [33]

extended in many domains. Insider is a trusted entity with the power to break one or
more rules in a given security policy and the insider threat occurs when a trusted entity
abuses that power. It presents that insiders are determined with some set of rules which
is a part of security policies. It is also believed that misuse of the rights and authorities
given in organization causes insider threat. Misuse may come with meaning of violation
of such rules which are partially written in legal, social, ethical aspects, rules those are
un-observable and non-existent. An insider threat with very simple way has been defined
in accordance of misuse [13]. It is a term posed by an individual who misuses his privileges

or where access to information results into misuse.

When studying attacks by the insiders, it is quite helpful to look at methods and steps
attended by insiders. Insider attack is not centered only on technical exposures. Fist at-
tacker tries to identify which system has target data and who has access to it. Then, she
steals credentials or conducts activities to cause harm to system and investigates such
vulnerable points where more damage can occur with less effort. R. Stiennon [34] has
described an anatomy model of insider attack can be considered as good example, see

Figure 4.2.

Attacks carried out by insiders takes many forms including worms, viruses, Trojan
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Figure 4.2: Anatomy of Insider Attack [34]

horse, detection or alteration of data, theft of necessary data or destroy of data, financial
loss or reputation damage etc. J. Butts [27] has developed an insider threat model using
functional decomposition and categorized attack forms in four categories. We agree that

every type of threat fits in one of these categories.

1. Alteration: Includes modifying or deleting the information system in unauthorized

manner.
2. Distribution: Transfer of important data to other unauthorized entity.

3. Snooping: Same like distribution but in snooping insider obtains unauthorized

information on a user and distributes it .

4. Elevation: When user get unauthorized rights to access system.

Insiders are always been a part of organization so there will be always a chance of
getting affected by insiders. Insiders have endless opportunities to access private
and valuable data and other side to steal or harm company for their respective
purposes. Not every insider is malicious. Some threats happen intentionally and

some unintentionally.

4.3 Discernment of Insiders from Outsiders

An idea of differentiating insiders from outsider is predicted by a supposition that there is
a clear boundary between internal organizations and out-side world. Organizations define

an insider as an authenticated user within their firewall and normally, attacks by outsiders
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are protected by creating a Perimeter around organization assets which differentiate them
from insiders. However, today end users devices give greater opportunities to the internal
systems to become visible to external attacker, because a boundary is no longer limited
up to firewall only. End users devices have internet connectivity that provides a chance
to outsider to access internal systems. Basic feature is considered as insiders are trusted

while outsiders are not [13].

Outsider Attacks:
An attacker acting from the outside generally tries to cause damage to information system
by stealing confidential information of organization or by damaging protective capabilities.
They can access or interrupt a system only in exploiting gaps or weaknesses of protection
mechanisms. In against to outside attacks defense should establish strong technology and
protective measures to prevent attacks and to enable recovery from those attacks. On the
contrary to definition of insiders, outsiders are the individuals that are not much trusted
and they have unauthorized access to organizational assets [19]. Outsiders attempt to get

access using internet services, other networks, telephone lines or dial-up modems etc.

At pre-electronic age, the risks of outsider attacks primarily met by the physical se-
curity to prevent unauthorized access by outsiders. But, only physical security was not
enough to adverse insider threats. Insider threats were addressed by personal security,
management, regulations [43]. An advantage to outsiders is that they are virtually risk
free for attacker and undetected easily. It beautifies them to be an attacker and hence
comes insecurity to organization. Only encryption as a defensive strategy is not enough
to protect communication, some defensive strategy also start to limit outside access as
firewalls, limited privilege access and suitable communication security measures. All the
more, some of insider threats work on behalf of and controlled by outsiders and some are

self-motivated insider attack.

According to 2011 Cyber Security Watch Survey conducted by CSO magazine [75], one
of the leading resources for security professionals in U.S., it is uncovered that more attacks
(58%) were conducted by outsiders — unauthorized access to network—, 21% of attacks
by insiders — individuals with authorized access— and 21% were unknown. Above figure
4.3 describes percentage of insiders versus outsider attacks during this survey. Though
percentage of outsider attacks is greater than outsider attacks, 46% of total respondents

express that, damages caused by insider attacks severe than outside attacks.

Existence of Insiders and outsiders is determined according to what boundaries they
might have. That is, insider at one layer may be considered as outsider at lower level

or with different perimeter. For clarification, a hard-ware insider who manipulates bits
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edge about organization
assets and also gained deep
knowledge from their ex-
perience, have ability to
change privileges.

Characteristics Insider Outsider

Definition Insiders are trusted and | Outsiders are not trusted
have authorized access | and have no authorized ac-
over the organization’s | cess over organization’s as-
assets. sets.

Trust Insiders are member of | Outsiders are not trusted.
trustworthy group.

Knowledge Insiders have more knowl- | Outsiders can gain knowl-

edge by direct information
or inference from web in-
formation, social engineer-
ing or help files as they are
detached from target with
a perimeter around organi-
zation.

Severity of risk

Very serious with poorly
implemented and badly de-
signed systems. But less
risky with a very authen-
tication process.

Extremely serious risk by a
way of extra-privileged ac-
cess.

Mitigation
Chances

The detection of insiders is
difficult as they have good
knowledge about desig-
nated asset and also they
can conceal themselves
from detection. They cant
be prevented totally but
can be minimized.

Outsiders have more pos-
sibility to detect and can
be prevented by firewalls,
strong authentications,
IDSs etc.

Appearance per-
centage

Historically, Less percent
of threats are occurred due
to insider’s misuse of priv-
ileges.

Some security survey re-
ports presented that orga-
nizations have faced major
external attacks.

Damage effect

However, Insider attacks
are more dangerous with
great organizational and
functional loss.

Though, outsiders have
more and easy chances of
occurrence, they are not
much severe as Insiders.

Accomplishment
of attacks

Insiders are more success-
ful to create a threat and
to attack on sensitive data.
As they are inside to data
circumference, have less
chances of failure.

Outsiders have more prob-
ability of fail attacks due
to strong preventive secu-
rity measures.

Table 4.1: Differentiation of Insider from Outsider
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Figure 4.3: Percentage of Insiders versus Outsiders Attacks [13]

in memory with hardware diagnostic tools can be considered as outsider in maintaining
web facilities group when web insider can tamper with browser etc. The above table 4.1
represents how outsiders are differentiated from insider in accordance with general obser-

vations in our literature survey.

When companies mainly considers about securing enterprise assets, they mostly con-
cern about outside attacks and forget about insiders [44]. More than contend about what
percentage of damages are due to insider or due to outsider, it is more necessary to con-
sider both attack types to organization assets and to find protective measures. Though
motivation to cause damage to organizational information is greatest in outsider attack-

ers, the ability to cause such damages are great in insider threats.

As discussed earlier, organization assets and sensitive data are protected from out-
sider attacks by creating a perimeter around organization which differentiates them as
non-trusty group from insiders. Every organization has collaborations with other enter-
prises by means of outsourcing, offshore, partnership or subcontracts. These all services
run on data owned by involvement of third parties who have their assets managed remotely
by third party vendors. Such people create a group that come neither under employee
group of single organization nor under any organization with full control to threats. A
research team from University of Twente, Netherlands [19] believes that dichotomy of
outsider-insider is no longer enough to understand threat problem. They have proposed a
third set as External Insider of main contribution to organization. Generally, this group

are not fully trusted and some extent of authorized access over organizational data. They
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showed through their survey that distinction between insider-external insiders is more

subtle than insider-outsider.

4.4 Factors affecting Insider Threats

Many companies can often detect or control attacks on their data resources and can pro-
vide mitigate measures to threats by outsiders who tries to get access to information in
unauthorized way. However, it is harder to detect an individual with legitimate access
to organizational assets. A malicious insider has more potential to cause serious damage
to sensitive data than outsider [15]. Insiders have pre-knowledge about how, where and
when to attack the system as they are a member of the organization. There exist many

forms of technologies that present to protect information from malicious attack.

Attacks are appropriate to detect and defend against but technical tools used to protect
against these attackers are rather scalable and cost effective to apply on each individual
who has given access to the system. As time passes, technology has been progressed
with significant changes in social and cultural issues. C. Colwill [26] believed that though
technical measures are available to detect threats they cannot be considered isolated. Se-
curity measures are improving but technology alone is not enough to protect, some other
organizational, personal and behavioral factors also considered altogether with technical
factors. There are varieties of purposes and factors which may increase likelihood to de-
tect threats to confidential data of organization. To deal with insider threats in detection
or protection, it is very important to know about what factors affect them. Abstract view

is shown in figure 4.4

4.4.1 Personal Factors

There are many personal purposes, situations and intensions which motivate insiders for
malicious attacks. Research of Federal Bureau of Investigation (FBI) [15] has reported

some of personal factors.

e Financial need: A certainty that money can solve many problems and x anything
as a financial need could be a very basic impulse to insiders to produce threats in

databases.

e Dissatisfaction at work: Some insiders may not be satisfied with their job pro le and
job policies, consistent arguments with coworkers and pending layoffs etc. could

provoke their mind.

e Revenge: Disappointment at appoint to get even against an organization.
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Figure 4.4: Factors affecting Insider Threats

e Blackmailing: Vulnerabilities found due to gambling, fraud or external affairs.

e Adventure: Insiders may also motive to add excitements in their life or to achieve

publicity.

e Approbation: To get praise or admiration from someone who has benefits from

insider.

e Aggressive nature: Destructive behavior due to alcohol, drugs or any addictions.

4.4.2 Technical and Social Factors

With technology transformation, social outlooks also have been altered by making data

and application easily available.

In recent years, merging of system and application

brought about demand of employees to use I'T application and preferred devices for bet-

ter communication and conduction of work. Term referred as Technical Democracy [50].

Historically, techno-logical research and developments were done only by governments or

trusted communities so technologies before being released were highly tested and verified.

Today this has been changed significantly. Business and commercial sectors are main

teamsters for all technological developments. In such digitized environment, many orga-
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nizations have been clutched with defensive and protective architectures such as firewalls,
intrusion detection systems (IDSs) etc. Nonetheless, with ongoing competition attackers
to damage system, it is obligatory to re-evaluate risks involved in available technologies
and should maintain layered and large defensive infrastructure. Economist Intelligence
Unit 2009 (EIU) [50] survey has claimed that in technical democracy only 21% of total
surveyed organizations provide trainings to individuals on use of personal communication
devices and only 20% have plans to increase aware-ness about security. Thus, Security

policies and controls are lagging behind technological changes [16].

4.4.3 Organizational Factors

In todays competitive business world, many organizations have been created new business
strategies and policies to survive in global market. Outsource and offshore arrangements
remain common means to achieve this. In past it was done strictly within an organi-
zation in home country, so chances of involving third-party into business contracts was
minimum. C. Colwill [16] has highlighted a point that a single outsourcing transaction
can change status of hundreds of outsiders in to Insiders. Current economic problems
also affect many employees motivation. Global recession can be sensible to insiders which
directly inference to insider attacker at every layer of organization. Several organizational
situations increase ease of stealing data such as easy availability of proprietary data mate-
rial, unnecessary privileged access to individuals, not well defined policies to remote work
on sensitive data etc. All such inappropriate bearings can be reasons behind malicious

behavior of insiders.

4.4.4 Behaviroal Factors

Some researchers have been attempted to study psychological and behavioral profile of in-
sider, their motive was to spot insiders before they attack. Generally it is difficult to detect
antisocial behavior of insiders since they can disguise themselves from advance detection.
In addition, activity of insiders gradually goes forward from non-malicious to malicious.
[26] present one of solutions as psychological evaluation to identify internal attackers. It
helps to decrease time to consider an insider to be beneficial to organization. But, it is
essential to understand a best definition of average acceptable behavior of insider and
also a clear identification of boundary between acceptable and non-acceptable behavior
of insiders. Federal Bureau of Investigation has been found that behaviors of individuals
can be a clue that employee is spying or stealing data from organization (15). Following
some of inappropriate behaviors has been identified such as unneeded or unauthorized

data material to take home via email, document or computer disks; unrelated interest in
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foreign entities outside to their duties; notable enthusiasm about overtime work or week-

end work; and engaged with suspicious personal contacts with unauthorized individuals.

Consequently, it is noticed that a prominent knowledge of human factors assist to
better understand the origin of risk that facing organization to protect data. The regular
changes in organizational, Technical and Social, business and behavioral environments ap-

peal to organization to reconsider a way in which they access and protect confidential data.

At the end of chapter, we are able to understand the notion of insider threats and
necessary factors to be considered to ease during mitigation measures. The existed ap-

proaches to prevent or to detect insider threats have been described in our next chapter.
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Chapter 5

Mitigating Measures against Insider
Threats

In previous segments, we have discussed about database, database security, critical threats
to DB security, the necessary DB security requirements and the most significant problem
that we face today i.e. insider threats. In this chapter, we describe the existed mechanisms
that prevent/detect these database threats by insiders. We compare these mechanisms

with the threats and needed security requirements described in the section 3 and section 4.

The prevention or detection of insider threats and malicious insiders has been con-
siderable challenge for security researchers, analysts or administrators from many years.
One of the main reasons why it has been difficult is because insiders have been autho-
rized to access and to work on the data any systems they may exploit [57]. Different
types of information is used to detect insider threats to databases and to systems such
as systems logs including emails, database logs, file access, etc, IP addresses, the user
name or personal or telephone records, etc. However, insiders are very good in hiding
such information as they have already knowledge about the systems and databases. As
we have already discussed, to mitigate insider threats it is not sufficient to look at the
solutions in technical point of view only. In this work we focus the different preventive

and detective mechanisms to mitigate insider threats.

There exists many opportunities to prevent, detect and to respond to the attack by
insider in the period slot from the time insider decides to attack till the point where
damage has been done. Ideally, insider attacks could be prevented altogether before they
occur. Failing this, organizations should have sufficient controls to detect the malevolent
activities of insiders. At last, organization should have an appropriate event response plan
to minimize the damage resulting from insider’s action. Insider threats should be investi-
gated carefully when preparing incidence response plan, because it is not always apparent
who can be trusted and who cannot. The following figure 5.1 describes the opportunities

for prevention, detection, and response for insider attacks. The area below and above the

o1



5.1 Best 19 Practices by CERT to Prevent and to Detect Insider Threat 52

HR, Legal, Physical
Non-tech indicators

Respond

(e | = -]9 = | “ oavaGE

Timeline

P

Tech indicators

Figure 5.1: Opportunities for Prevention, Detection, and Response for Insider Attacks
[58]

timeline represents technical data and non-technical data the organization needs to collect.

5.1 Best 19 Practices by CERT to Prevent and to
Detect Insider Threat

The fourth edition of Common Sense Guide to mitigate Insider Threats from CERT pro-
gram provides the most current commendations based on the analysis of more than 700
insider threat cases occurred in last few years [59]. It describes the best 19 practices that
every organization should implement across enterprise to prevent and to detect insider
threats. For the detailed information for the reason to implement these practices we refer
[59]:

1. Consider threats can be insiders and partners in enterprise-wide risk assessments:
every organization should develop a risk-based security strategy against insider
threats not only just employees also the from trusted business partners who has
authority to access the critical data and the assets. Organizations should perform
background investigation like criminal background or credit checks on all of the em-
ployees who have access to organizations systems and information and also during

merger and acquisition for companies.
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2. Unmistakably document and consistently enforce policies and controls: a reliable
and a clear message on all organizations policies and procedures will also help to
reduce the chances of being inadvertently damaged by employees and these policies
are fair and punishments will be proportionate for any violation. The management

makes these policies easily accessible to every employee and related person.

3. Integrate awareness about insider threat into periodic security training for all em-
ployees. Without broad understanding from organization, technical and manage-
ment controls are not so long lived. Insider threat awareness in periodic security
training really helps out to stable couture of security into organization. Periodic
trainings and discussions on various topics related to insider threats assist to increase

security awareness.

4. With start of the hiring process, observe and take action to suspicious or disorderly
behavior: Organizations should actively deal with suspicious behavior of employees
which definitely reduce malicious insider activity. Offering programs like EAP help

employees to deal with many personal issues confidentially.

5. Guess and manage negative issues in the work environment: clearly defined policies
for dealing with employee issues will reduce risk when any negative workplace issues
arise. All organizational changes must be regularly communicated to all employees

that allows transparent organization environment.

6. Identify your assets: Understanding of not only the physical assets of organizations,
but also data, databases and where they keep their most valuable information is
also very important. Data is the most important and critical asset to protect;
organizations should understand what data they process, where they process and

where they are stored. Prioritize assets and data to resolve high-value targets.

7. Implement strong password and account management policies: strong passwords and
account management policies are able to prevent insiders from compromising users
account to avoid automated or manual control mechanisms. Account management
policies should create for all accounts on all systems and they should address the

creation of accounts, how they reviewed and terminated.

8. Impose separation of duties and to have least privilege: It is always beneficial for
organizations to implement least privileges and separation of duties in their business
process so that the damage that insiders cause can be limited. Additionally, audit
the user access permissions regularly and eliminate the permissions that are no
longer needed. Privileged users can have both accounts: administrative account
and standard account to perform their duties and everyday non privileged activities

respectively.
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9.

10.

11.

12.

13.

14.

15.

[lustrate apparent security agreements for any cloud services, mainly access con-
trols and monitoring capabilities: Organizations should contain requirements for
data access control and monitoring in agreements in cloud services. They should
not assume that cloud service providers can secure the organizational information.
Organizations should conduct risk assessment of the data and services that plan to

outsource to cloud service provider before it enters in to any agreement.

Introduce rigorous access controls and monitoring policies on privileged users: Sys-
tem administrators and technical or privileged users have the technical ability, access
and abilities to commit and conceal a malicious activity. Periodic account reviews

help to avoid privilege scramble

Organize system change controls: Organizations should control changes to system
and applications to prevent back doors, logic bombs and other malicious code or
programs. These change controls should implement systematically and should con-
tinue over time. The configuration manager must review and submit any planned

changes to the change board.

Apply a log correlation engine or security information and event management (SIEM)
system to log, monitor, and audit employee actions: Security and logging capabili-
ties has been considered significantly where data overloaded is becoming one of huge
problem as a data collection. Only correlating events rather than logging all online

events will produce better informed decisions and protect from malicious activity.

Monitor and organize remote access from all end points, including mobile devices:
Remote access gives many opportunities to insiders to attack with less risk. Nowa-
days organizations are moving towards mobile workforce, allowing employees to
work from anywhere a data connection exists with additional technologies such as
tablet computers and smart phones. Organizations must be aware of remote access
technologies by users and what potential threats they may pose to organization.
The mobile devices should also be included as part of enterprise risk assessments
and disable remote access to organization’s system when an employee is longer part
of it.

Develop a complete employee termination procedure: A complete termination pro-
cedure reduces the risk of damage from former employees. Termination procedure
should ensure that the former employee’s all equipments have been collected, all
accounts has been closed and that has been notified to all remaining personnel.
Inventory of all information systems can be conducted and audit the accounts on

those systems.

Implement protected backup and recovery processes: although, organizations con-

duct all possible precautions, still insiders can successfully attack it. It is always
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16.

17.

18.

19.

advantageous for organizations to implement and to periodically test backup and
recovery processes for sooner recovery from attack. Backup media is better to store

off-site and make sure only small number of authorized individuals can access it.

Develop a dignified insider threat program: Organizations has paid main attention
on insider threats. Only by corresponding specialized actions, insider threats can
be prevented, detected and responded. An insider threat program can be developed
before any attack occurs and that can be modified as appropriate based on outcomes

from previous incidents.

institute a baseline of normal network device behavior: Every organization has
network topology with characteristics such as bandwidth, protocols, user patterns,
etc. these characteristics can be monitored for security events and anomaly detection
of insider threats. Various network systems related information can be collected by
using various tools and software packages and a network topology is developed.
Network monitoring tools are used to monitor the network periodically to establish

a baseline for normal network behaviors.

Be especially attentive regarding social media: Social media could be one of strong
reasons for users or employees to host an attack. Insiders can intentionally or unin-
tentionally intimidate information security and data of organization. Organizations
should provide social media awareness training and policies about how employees
can use social media and encourage the users to report about suspicious emails or

calls to information security team.

Close the doors to unauthorized data exfiltration: Information is shared by informa-
tion system through many ways from USB drives to printers or emails. Each type
of device has unique challenge for preventing data exfiltration. Organizations must
understand where information systems are vulnerable to data exfiltration and mit-
igation strategies. Data transfer policies and procedures allows company to remove

sensitive data only in controlled way.

5.2 Mitigation Measures against Insider Threats

With reference to above figure 5.1, in this chapter mainly we are going to talk about about

only prevention, protection and detection mechanisms against insider threats which are

mitigating measures for insider threats, respond to insider threat and their effects could

be a subject for our future work. Here we present current research mechanisms that miti-

gate insider threats and they protect database system from database threats and dangers

described in section 3.
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5.2.1 Detecting Anomalous Access Patterns in Relational Data-
bases [60]

To date, there exist very few intrusion detection (ID) mechanisms which are specially
tailored to function within DBMS. This approach is one of those approaches. This ap-
proach is based on mining SQL queries which used to form profiles that model normal
database access behavior and identify insiders. Two different scenarios has considered
while addressing the problem of insider threats detection. The first case is the database
has role based access control in place that helps in determining role intruders and in pro-
tecting against insider threats. The other scenario is has no roles associated with users
of databases. They directly look at user’s behavior. For detection approach, they user
clustered profiles employed from clustering algorithm or they perform an outlier detection

technique that identifies behavior deviate from the profiles.

Today, data security plays vital role in context of information system security. There-
fore, the development of Database Management Systems (DBMS) with high assurances
security is the central research issue and the need for every organization success. Though
DBMS provides access control mechanisms, those are alone not enough for the data secu-
rity. So, along with access control mechanisms, intrusion detection mechanism is also an
important component for DBMS security awareness. This mechanism is crucial for the
protection from malicious code embedding in application programs and the major advan-
tage is this mechanism help in addressing the problem of insider threat. The ID systems
that are designed for operating and network systems are not adequate for database protec-
tion and to protect database especially from insider threats. Consequently, this approach
is motivated by these reasons and proposed a DBMS specific ID mechanism that identifies

unexpected access patterns by authorized users.

The system architecture has main three components: the conventional DBMS mecha-
nism, database audit log files and the ID mechanism. The overview of ID process is shown
in the following figure 5.2. In training phase, SQL commands are submitted to DBMs
that are analyzed by profile creator which creates initial role profiles. Feature selector
extracts features from the queries in the format of detection engine expected and then
it runs selected features though detection algorithms. If any anomaly is detected then it
is submitted to response engine according predefined interface otherwise the command is
sent back to profile creator for updating profiles. Among several approaches dealing with
ID for operating systems and networks, this approach argues that those mechanisms are
not so adequate for the database protection and proved it by using two different scenarios:
role-based anomaly detection and unsupervised anomaly detection. The key idea under
this approach is to build profiles of normal behavior of users interacting with databases

and then use these profiles to detect anomalous behavior. We describe those scenarios
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Figure 5.2: Overview of ID process|60]

one by one here.

¢ Role-Based Access Control: In organization, the authorizations are specified
according to roles, not by users. Many privileges are assigned to roles and one or
more roles are assigned to each user. The ID system first builds profile for each
role. When an individual holding a specific role deviate from a normal behavior
of the role then system determines a role intruder that is an insider. They use
Naive Bayes Classifier (NBC) for the ID task in the RBAC-administered databases.
With respect to intrusion detections, building roles and managing them is smaller
and more efficient than those considering individual users. Nowadays, RBAC has
been standardized and adopted in many commercial DBMS product, so that this

approach could be easily deployed in practice.

e Unsupervised Anomaly Detection: This approach addresses the same problem
in as above in the context of DBMS but without any role definitions. This scenario
is also very much necessary to consider because, not every organization is expected
to follow RBAC for authoring users of their databases, instead every transaction
is associated with user that issued it. Accordingly, an approach for ID in such
case would be to build a different profile for every user. However, this approach
is extremely insufficient for the systems with large user bases. Moreover, in such
systems there will be some users who are inactive and only occasionally submit
queries to databases and other hand there will be highly active users as results

profile would suffer from over-fitting. This approach considers both of these cases.
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In first case, they observe high number missed alarms, the alarms that should have
been raised and in second case they observe high number false alarms. This approach
overcomes this problem by building user-group profiles i.e. with clustering of same
behaviors of users, based on individual transactions users submit to databases. From
such profiles, anomaly as an access pattern can be defined that deviates from the

profiles.

5.2.2 Detection and Prevention of Data Exfiltration by Insiders
[61]

One of the most sever attack in data security is the expose of confidential data to outside
the organization due to exfiltration (section 3.4). This approach argued that to defend
against such data exfiltration threats, the detection and prevention at DBMS-layer is the
best alternative. By analyzing the interaction patterns between subjects and the DBMS
make possible to detect anomalous activity that is an indication or early sign of exfiltra-

tion of data.

The organizations ranging from military and government institutions to commercial
enterprises, for everybody it is very difficult to mitigate the risk from the increasing
amount of insider attacks due to number of reasons such as follows. First, detecting the
threat of exfiltration of confidential data with security controls designed for external at-
tacks is not possible. second, Due to the flexibility available to insiders to host a threat,
the various exfiltration methods such as outgoing HTTP requests, SMTP, anonymous
FTP, etc are not feasible. Also, the access control methods are not appropriate for the
insider attacks with authorized credentials to access the data. It is observed that, one
of the objectives of insiders is to exfiltrate confidential data such as bank account de-
tails, military plans, and intellectual property from data sources. The DBMS access is
performed only through a standard and a unique language SQL, so it is feasible to under-
stand the behavior at this stage as opposed to network and operating system layer with
various protocols and mechanisms to data transfer. Also, the monitoring the disclosure
of confidential data is more effective when it is done as close as possible to source of data.
Therefore, this approach believes that an Anomaly Detection System (ADS) that func-

tions at DBMS layer is a very promising approach to detect data exfiltration by insiders.

The protection against such threat can be achieved through careful monitoring the
activities at DBMS layer. So, this approach has identified four dimensions of actions by
insider during data-exfiltration mission; these are, to identify the source which contains
sensitive data, and retrieving it from DBMS, some lateral movements to conceal the at-
tack tracks and last, the proper exfiltration that is transferring data across organization

boundaries. Here they propose a high-level architecture of DBMS-level mechanism for
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detecting data exfiltration by malicious insiders. The key idea behind this approach is
identify the actions and sequence of tasks as the part of exfiltration mission. And the
most important thing, to differentiate the insider actions from legitimate user’s activities
it is necessary to build profiles of normal behavior of each role in the DBMS and these

role profiles are used to detect anomalous behavior as a indicative of exfiltration.

We refer the figure 5.2 and related description which shows the similar architecture
and the flow of ID process interaction of this proposed DBMS-level mechanism for de-
tecting data exfiltration. This approach proposes three main tasks that this architecture
must provide. These are as follows: First, identification of all individual actions per-
taining DBMS access which is the part of insider mission to exfiltrate data within the
organization and all these events are recorded into audit logs for further processes. Sec-
ond, determinations of inter-relationships and correlations of individual action, dimension
activities and the devise mechanisms that recognizes insider exfiltration mission by assem-
bling individual actions recorded into audit log. It helps to maximize detection accuracy.
Final, Cross-checking the sequence of tasks with other set of events at other layers as op-
erating system and network layers. Though it is not sufficient, but it confirms the threats

identified at DBMS-layer and increases the accuracy of overall mechanisms.
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Figure 5.3: Framework for Event Processing and Accurate Exfiltration Detection[61]

From system design point of view, above figure 5.3 represents framework for event pro-
cessing and accurate exfiltration detection. The raw event log contain events accessed by
DBMS but raw event log is not suitable for direct processing as data is not well organized
for fast processing so index of events is created containing sequences and combinations
of events that can be interrogated by analysis module. An important part of this model
is SQL feature analysis that consist thorough characterization of SQL commands. Other

important aspect for this module is to investigate query equivalence. This aspect is impor-
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tant to decide whether insider is transferring larger data into large amount of individual
queries to avoid detection. The objective of this SQL analysis is to evaluate at what
extent parameter and values ranges to achieve accuracy in detection of data exfiltration.
This is performed by using two event information analysis; these are: batch analysis
and interactive analysis. This executes search heuristics in space of user actions and pa-
rameter values to find combinations of actions and parameter thresholds that achieves
high accuracy for detection. The input for batch analysis is log profiles and parameters
that are obtained from SQL analysis. However, it may not be efficient to perform batch
analysis over a large space of actions and parameters. So that, interactive analysis tool
is created for interactive visualization of detection accuracy over sub-set of actions and
parameters. This step allow an operation to better understand the correlation among
actions and that creates filters which increase detection accuracy. Thus, DBMS-layer ar-
chitecture is most suitable approach to defend against data exfiltration threat by insiders

and achieves good accuracy detection of anomalies that is indicative of malicious behavior.

5.2.3 Privacy Protection of Binary Confidentiality against In-
sider Threats [62]

Many practical methods have been developed for providing correct responses to ad-hoc
queries to database containing filed of binary confidential data. Sometimes exact answers
allow users to determine individual’s confidential data too. A proposed technique in this
paper gives responses in the form of number plus guarantee so that that user can determine
an interval that sure to contain exact answer only. Also this approach provides determin-

istic and stochastic protection of confidential data stored in database from insider threats.

This approach focuses on binary data that is stored in real-time databases where data
is accessed via ad-hoc queries. For this scenario an implementation model is provided
to classify and identify various types of threats and to protect database subjects against
such threats. Insider threat is precisely defined and the protection of confidential data
from malicious user that is an insider. Here, they deal with kinds of protection for each
database subjects and against what type of threats that protection will be provided.
Information beyond the simple answers to queries can be obtained by insiders in many
ways. Here they define a function as degree of insider threat of confidential information
possessed by a group U of users relative to given query, () has been asked by some U and
answered with 1(Q) =[1(Q), u(Q)]. It is supposed that U knows the exact answer as [(Q*)
to a query Q* C Q and U also know that,

e(Q-Q%) € [(Q-Q%), uw(Q-Q%)]

where,
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Figure 5.4: Implementation Architecture of Bin-CVC [62]

U(Q-Q%)=maz{0,1(Q)-e(Q*)} and u’(Q-Q*)=min{card(Q-Q%), u(Q)-e(Q*)}
Thus U may a pose a insider threat to Q-Q* if
P(Q-Q%)=u’(Q-Q%)=0 or card(Q-Q*)

Here, the presence or the lack of insider threat is dependent on the answer of a relative
query. If the answer contains information beyond a simple and correct answer then, it
is to be considered that insider threat has been involved. For better understanding we
refer the example [61, page 754]. If a single database relation that addresses data on n
subjects and one the field is deemed as confidential. a = {al, a2, ....... ,an} is the vector
of confidential data where ai a set {0,1} is the value of confidential datum for subject i.
If a; can’t be determined exactly from the answers to any set of queries by U, subject
i is provided deterministic protection and complete deterministic protection for all the
subjects. On the other hand, users can assign probabilities to the answers from queries
regarding value of confidential data to each subject. Database administrator concerns
that a sophisticated user could make a very good probability though she is not sure about
it. If so, it is desired to provide stochastic protection , protection against a user being
able to determine probability in the form p(ai=1) that is correlated with actual value ai.
But this method could be indistinct to permit precise definition due to difficulty of how

probabilities could be determined.

This approach introduces a model and technique called Bin-CVC i.e. Confidentiality

via Camouflage (CVC) as shown in above figure 5.4. It offers both deterministic and
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stochastic protection and defends against insider threats. Bin-CVC ensured good query
performance and is scalable too as it requires only one additional byte of storage for each
record. The implementation of this method is over relational database systems such as
Oracle or SQL server is straightforward. The implementation architecture is shown in
following figure. In settings of protection criteria, Confidential Core Component (CCC)
provide support to database administrator, creating camouflage vectors and binary iden-
tifiers to guard against insider threats and providing security for the updated data. Con-
fidentiality Protection Component (CPC) acts as a software layer between user interface
and database, capture the user queries over confidential data. This module intercepts the
user queries, parses and modified SQL statements which are then executed on database
and provides compiled answers to users. This module also maintains overall query per-
formance statistics and triggers CCC module in case of performance degradation due to
database updates. To capture and provide security effectively over new database models,
protection scheme is redesigned by database administrators. Such way, this module is
very simple to use and can be extended to general categorical data too, also additional

required components are less.

5.2.4 Architecture for SQL Injection and Insider Misuse Detec-
tion System for DBMS [63]

=
Us erl
| 1 1 —
=¥ Web-based — & Audit
Uger 2 application — atabase Log
—
e —
b | Application 4
= server L
Usgetn _ . 57 e
S0L Imections and [nsider Misuse o
Detection System i
Database server

Figure 5.5: System Architecture of SIIMDS 5.5

As the database system is one of the key data management technologies for every
organization, security of data managed by the system is becoming crucial. Along with

external hackers, today database systems are facing problems of insider threats. This
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approach proposes a novel mechanism for SQL injections and insider misuse detection

system (SIIMDS) to provide higher level of database system security.
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Figure 5.6: The Components of SIIMDS [63]

As we have described in section 3.4 , SQL injection refers to a class of code-injection
attacks in which data provided by user is included in the SQL query. It is a trick to inject
a SQL query as an input possibly via web pages. This threat affects on every database on
all platforms and web application with the purpose to gain confidential data or to modify
databases or to bypass authentication systems. Not always access control mechanisms
are adequate to deal with SQL injections and insider threats. This approach proposes
a combination of misuse and anomaly detection methods that gives a way to database
server to mitigate the SQL injection and insider misuse attack. Figure 5.5 represents the
system architecture of SIIMDS and Figure 5.6 represents the components of SIIMDS. The

detailed operation numbers in figures are described as follows:

1. A service request is sent application servers from an user via web-based application.

2. The SQL queries are deployed by application server and are issued to database

server.
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3. User logging into database and database session is traced.

4. The received SQL statements from application are channeled to misuse detection

engine. These queries are matched with set of SQL injection’s signatures.

5. If the SQL statement matches with SQL injection signature then intrusion had

occurred and it then channeled to response module for the further actions to take.

6. If no any intrusion has been detected by misuse detection module, then SQL state-
ments are channeled to anomaly detection module to check the if SQL statements

are different normal access behavior.

7. If they occur different from normal database access behavior then an internal misuse
has been occurred is concluded. This misuse will be forwarded to response engine

for appropriate action to be taken.

8. The inclusion of appropriate action has been taken is alerted to administrator by

sounding the alarm.

5.2.5 A Multileveled Approach for Insider Threat Detection [64]

In recent, there have been many attempts that addresses insider threat problem in regards
to database technologies with the detection technologies, behavior analysis methods or
policy management systems. However, the level of detections that is required is appeared
to be lacking. These mentioned approaches to detect insider threats are considered in-
dividually. Along with access control policies, behavior of authorization entity is also
considered. This approach proposes a multileveled approach to achieve a vigorous solu-
tion for this problem. By utilizing this method, a probability of intrusions by authorized

entities that addresses insider threat can be determined at its very basic level.

The foundation of this approach is mainly focused on three main aspects. The first
facet was the research proposed in [65] with methodologies of mining association rules
in large data set by using Apriori hybrid algorithm. The second methodology by [66]
is referred to determine the probabilities by utilizing Stochastic Gradient Boosting and
the Bayesian Belief Network algorithms. The third pillar of this study to provide secure
foundation of work is based on current methods in dynamic security maintenance area
that is Digital Right Management (DRM). The process of Database Intrusion Detection
Systems (dIDS) begin with the initiating a transaction by trusted user via internal or
external means. But, the main focus of this approach which is intrusion detection not
intrusion prevention is continued with next process. Once the transaction enters into
presented dIDS system various processes initiated to determine probability of intrusion

and these probabilities are stored in dIDS repository for further reference by dIDS. The
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three objectives are described as follows:

e Association Approach: At the beginning of novel mechanism of database intru-
sion detection system, an unsupervised learning process was initially deployed in
data-mining environment for baseline rule establishment that developed the data
association rules that establishes data behavior rules. Rule association algorithm
is well researched, we refer [65] for the more detail. When establishing data cor-
relations, these methods are considered the standard in data mining. For the im-
plementation of association rule two steps has been taken under consideration to
satisfy user-defined minimum support and confidence in parallel, these steps are as
follows: In the first step, minimum support is applied to find all frequent item sets
in the database and by using these frequent data items, the rules and minimum
confidence constraint are formed. Such way, the association rules algorithms have

been employed in this presented research.

e Probability of Intrusion: The normal behaviors can be established from histori-
cal information within data processing environments and patterns of behavior. To
determine the probability of an intrusion, the similar approach is utilized to neural
network IDS solution by using more defined decision tree methodology. So, this
data gathered during data mining process is used to refine the prototype system
by utilizing supervised Stochastic Gradient Boosting decision tree process to cre-
ate the probability of whether a known signature as formed by the Apriori Hybrid
Algorithm is considered an intrusion [66]. The idea of running both the methods
Stochastic Gradient Boosting tree creation as well as a single tree has been taken
in this research to ensure the models accuracy and fully understanding of the rela-

tionships.

Once the prototype has been successfully build with the association rules in first
step as well as the detection signatures as identified in Stochastic Gradient Boost-
ing method, the same learning process is employed for new entities requesting for
information. The behavior signature repository is updated according to history of

new entities.

e Security Policy: For publishing the policy modifications, most organizations re-
quire updating web pages, hard copies or applying necessary updates to information
system via physical code modification. To allow policy development and distribu-
tion, digital rights management (DRM) has been taken place [67]. The DRM system

allows to management of actions and entities that perform on digital source and the
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controlling the information systems too. The one of the most important feature of
DRM is the ability to specify and to manage the rights of entity. Unlike the other
authorization mechanism, DRM gives specific rights to specific entities for specific
times. Bringing this notion of DRM system in to this current research allowed for
dynamic and real-time policy development that can be accessed by the presented

intrusion detection systems.
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Figure 5.7: The Information Flow of within the dIDS [64]

The following figure 5.7 represents the flow of within the dIDS. Every contributing fac-
tor such as environment, policy and data component combination were given conditional
probability. If the computed probability of the information request fell within acceptable
range then transaction is being identified as not being an intrusion. But if the probability
fell outside the acceptable range the transaction is considered as a potential intrusion.
This is presented itself when the dIDS encounters new entity and the signatures of the
entities are stored for further detection processing. Thus, system identifies an actual in-

trusion in addition with storing intrusion signature.
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5.2.6 Online Detection of Malicious Data Access [69]

This approach proposes a mechanism that detects malicious data access by internals
through online analysis of DBMS audit trail. This mechanism uses a directed graph of
valid transaction that detects illegal access to data which are unauthorized sequences of

structured query languages.

In database management system, auditing is one of the important data security mech-
anisms. In many database applications, auditing is required to assure that every action
is tracked back to an individual user/program. Furthermore, it is useful for investiga-
tion purposes of past security attacks. Sometimes, any malicious action by an insider for
database application will not be considered as malicious by the intrusion detection systems
at operating system level or network level that means they would not be detected. This
mechanism for concurrent detection of malicious data access by insiders adds real-time
capabilities to DBMS auditing. By this way data attack can be detected and stopped
in due time while this mechanism call the DBA’s attention. So that, DBA need not to
spend time on the audit records because they are being analyzed on the fly and if detected

malicious behaviors are reported immediately to DBA.

This proposed mechanism, Malicious Data Access Detector (MDAD) includes two
phases. A learning phase and training phase. The DBMS is configured to record audit
entries for basic operations such as select, insert, delete or update. This will feed the
learning phase. The result is the graph of transaction profile for all transactions recorded
in audit trail. These learned graphs are stored and then later used by detection engine
that detects malicious commands. The following figure represents the MDAD building
blocks and the workflow.

As shown in figure 5.8, the mechanism for online detection of malicious data access
consists of two phases: Transaction learning and malicious data access detection. In both
of these phases, database audit trails are used that includes Username, Object name,
Transaction Id, Session ID, Time stamp of action, etc. In learning phase, the audit trails
are used offline to generate graphs representing the valid transactions. Other side, in de-
tection phase audit trails is used online to obtain the sequence of user transactions which
are compared to learned graphs in order to detect unauthorized transactions. Both of
these phases occur in recurrent manner. The learning phase is revisited regularly when-
ever a new database application is deployed. In large database applications, they include
functionalities that are executed time to time only like at the end of month. Detection
may not act significantly until DBA is not confident about learned transactions. This
approach expanded the detection phase again in two phases: Conditional detection and

regular detection as shown in figure. When conditional phase is considered as complete
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by DBA then system goes to regular detection. At this stage if any malicious transactions
are found then more defensive action is taken. For the upgrade of database application,
system again goes to learning phase. This proposed MDAD includes on-line analysis to
audit trail that helps to DBA to provide quick response. It is useful in many critical ap-
plications where time between malicious action and its detection is very important, every

delay moment can cause serious problems like loss of privacy, data demolition risk etc.

5.2.7 DEMIDS: Detection Misuse in Database System|[70]

Despite the necessity of protection of database system, the prevention of misuse especially
insider abuse by legitimate users is very necessary. This paper presents a misuse detection
system tailored to relational database system. The system is called as DEMIDS that is
Detection of Misuse in Database System. DEMIDS uses audit logs to derive profiles that
explain typical behavior of database users. These profiles computed helps to detect mis-
use behavior by insiders, also serve as valuable tool for security re-engineering by helping
officers to define security policies. Though this method can be used to detect both intru-
sions and insider abuse, DEMIDS place importance in detection malicious behaviors by

insiders who abuse their privileges.

The proposed system is tightly coupled with database system in that DEMIDS uses the
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Figure 5.9: Anomaly Detection and Data Collection in PostgreSQL [70]

functionalities such as auditing and query processing. As shown in figure 5.9, DEMIDS
consists of main four parts: Auditor, Data processor, Profiler and Detector. The auditor
collects the users audit data by auditing their queries in DBMS. Depending on security
policy, Security Officer (SSO) selects a set of interesting features to audit which are de-
pend on behavior and access patterns of particular user. Monitored features are stored in
audit logs and to avoid the audit log from becoming bottleneck of database system, audit
logs are periodically purge to other databases which can be used by other components of
DBMS. The second main component, Data processor is responsible for the preprocessing
the raw data and more importantly it groups raw audit data into audit sessions which
determines what profiles are generated. During training phase, profiler generates profile
for each audit session which is supervised by SSO. To guide its search for profiles, profiler
consults the database schema. Finally during the monitoring stage, to achieve malicious
activities by user, detector computes a score by comparing new information about user
activities with the profiles derived during the training phase or user profiles against secu-

rity policy also.

While accessing the attributes and data in schema and database respectively, users
typically will not access all attributes and data. They follow particular access pattern

which form working scopes that are the set of attributes are referenced together with set
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of values. A profile captures an idea of working scopes that consists of closely related
attributes in database schema. To capture the idea of closeness of attributes in database
schema, distance measure has been introduced. The distance measure is used to guide a
profiler in discovering profiles from audit session. The set of features selected by SSO is
known as frequent item a set of features with values assigned to them which is used to de-
scribe the working scope of users. For more detailed description about these terminologies
we refer [70]. DEMIDS provides security officers a means not only to derive user profiles
from audit logs also to establish new security policies as a part of security re-engineering
of given DBS. DEMIDS considers the data structures and semantics specified in database
schema by using distance measure. This knowledge is used to guide the Frequent Itemsets
Profiler to discover all minimal frequent itemsets in audit sessions by taking benefit of

query processing of the DBMS.

5.2.8 PostgreSQL Anomalous Query Detector [71]

This approach proposes a design and implementation of anomaly-detection system (AD)
integrated with relational database management system (RDBMS). The AD system is
trained by extracting relevant features from parse-tree representation of SQL commands
and the DBMS roles are used as the classes for Bayesian classifier. During detection,
maximum apriori probability role is selected by classifier and if that is not matching with
the role associated with SQL command then raises an alarm. This system is implemented
in PostgreSQL DBMS with statistic collection and query optimization mechanism of the
DBMS.

The major goal of work is to demonstrate the integration of AD mechanisms with
DBMS functionalities. An AD mechanism detects the anomalous data access which is
mainly indicative as insider threats or compromised database accounts. The AD systems
that work at operating system level and network level are not necessarily effective against
database related attacks because the user actions deemed as malicious for DBMS are not
necessarily malicious for OS and network. In this study, it is assumed that databases has
RBAC model where authorizations are specified with respect to roles not to individual
users. The AD system builds a profile for each role which represents accurate behavior
of user holding a role. The intrusion-free database traces has been used where record
sequences of the audit logs represent normal behavior of users. Thus, the Naive Bayes

Classifier (NBC) is trained using these records and used to detect anomalies.

Following figure 5.10 shows the query processing architecture and algorithm applica-
tion in execution pipeline in open source DBMS PostgreSQL. For every new connection to

database, a new server process is spawned by main server process called Postgres. After
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the new connection to database, a login statistics is reported to the statistic collector
process that includes user activated roles. After submitting query, a parser tree is created
when query string passes through query parser. Once the query has been rewritten, query
optimizer takes parse tree and produces a query plan about operations to be executed for
query processing. Then plan is passed to query executor for query execution and to pass
back it to client. Before this process starts, it checks for users privileges to execute this
query under consideration of access control mechanism. The AD algorithm is executed
on query parse tree so that no need to parse the query every time to get required fea-
tures. The query is marked as anomalous if role associated with database user does not
match with the role predicted by NBC. Thus, this implantation only supports single role
activation by single user per session. By using this demonstration, the audience tests the
capabilities of AD mechanism by first training it manually and then testing a arbitrary

query under anomaly detection is detected as anomalous or not.
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5.2.9 Detection and Prevention of Malicious Activities on RDBMS
(73]

The existing mechanisms(for e.g. [5.2.8]) for detection of malicious activities in database
systems which utilizes auditing and profiling methods still have some problems like limit
to detect malicious data on authorized commands. This study proposes a mechanism that
utilizes dependency relationship among data items by calculating a number of relations
among data items. If these number any modification or deletion then the activity is de-

tected as malicious.

Input layer
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Figure 5.11: Dependency Relationship Mechanisms [73]

This study initially presents architecture design shown in figure 5.11 for dependency
relationship mechanism and flow chart of mechanism working. The figure 5.12 represents
the relations among the components of mechanism. As proposed, initially the relations
among items are calculated and also the data items that are related with these relations
are accrue. Suppose, if the number of data item relationships are greater than or equal to
three relations then that attribute is more used and important. Then data in data items
are checked, if the data has already written more than once that means the data has been

used by other user and delete or update is prohibited then it is classified as malicious. If
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that number is equal to two or less than two data items has been already written. And
if, updated or deleted command is present only on one data item without other item then
command is suspected as malicious. But, if deleting or updating is present on both then

these are suspected as malicious but also committed in database.
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Figure 5.12: Mechanism Flow Process [73]

The proposed dependency algorithm works as follows: When an authorized user sends
command, the algorithm first checks the command type if insert then directly send to
database. But, if command is update or delete then algorithms first checks for the de-
pendency relationship among items (TR) and also the total number of data items (TD)
that related to relation dependency. Therefore, depend on greater number of TR than
three relations, the malicious activity will be detected and prevented as we discussed in
above paragraph and notified to DBA immediately. On the other hand, if number is less
then TD is checked whether written in more than one item and accordingly detects and
prevents the malicious activity and also notifies the DBA and event is written in event
table.
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5.3 Summary and Comparisons

Finally, in this section we compare the mechanisms discussed in above section 5.2 against
the insider threats and dangers that affect the security database systems discussed in sec-
tion 3.4. In addition, we also observe the database security requirements that are ensured
by particular mechanism. Table 5.1 represents the mitigation approaches we discussed
in above section against the insider threats to databases. It sums all discussed threats
to databases, related security requirements and detection or protection mechanisms to

respective threats.

The mitigation measures as discussed in section 5.2 are the approaches to protect
databases against insiders, prevent them from hosting a threat or detect those threats
if unfortunately occurred in databases and finally defending them with the strong con-
trol measures so that no major financial or organizational loss can take place due to the
most dangerous threats to databases. We have discussed few of mitigation mechanisms
from the comprehensive literature surveys. The insider threats are very difficult to de-
tect or to prevent them due to their special features. One is that they have legitimate
rights to access database systems and the other is a malicious access sequences can be
similar to their responsibilities which makes difficult to differentiate them from regular
users [74]. Here we have observed different types methods and frameworks at DBMS
layer that detects and protects databases from malicious access of sensitive data. The
mitigation techniques at operating systems level or network level are not so effective to
detect threats at DBMS level, because the threats which are malicious at those levels are
not necessarily harmful or malicious at DBMS level also. So, the approaches that monitor

the potential disclosure of data are more effectual if it is done as close as to source of data.

As seen in following table 5.1, we approached some methods from different research
papers those help for early detection of insider threats and protects database systems from
foremost failures. Furthermore, the lower part of table 5.1 summarizes in what way the
particular mechanism mitigate the insider threat. The intrusion detection mechanisms
(section 5.2.1 and 5.2.5) are considered standard in data mining that mine the SQL queries
and form profiles of normal access behaviors to detect insider threats. The two scenarios
used in section 5.2.1 that is consideration of role-based access controls and no roles, helps
to detect the insider threats and identify privileges abuse & excessive privileges. Along
with access controls, this method ensures confidentiality, privacy and authentication of
database system. The multilevel approach of dIDS (section 5.2.5) detects the insider
threats at very basic level with secure configurations and overcome the inference and
weak audit trail threats in database system. The anomaly detection mechanisms (section
5.2.2, 5.2.8) searches for the anomalous behavior of roles by analyzing the interaction

patterns between the subjects and DBMS. The approach in section 5.2.2 mainly detects




5.3 Summary and Comparisons 75

misconfiguration in database system and prevents the data exfiltration by insiders across
the organizational boundaries. A proposed design of anomaly detection (section 5.2.8)
discovers anomalous insiders by detecting SQL injections in databases with ensuring au-

ditability and confidentiality of DB systems.

With the importance of detecting misuses especially by legitimate users, the paper (sec-
tion 5.2.7) presents a detection method tailored to RDBMS that detects insider abuses. It
not only guarantees the auditability to databases but also establishes the security policies
as a part of security re-engineering of database systems. The approach (section 5.2.4)
proposes the combination of misuse detection with anomaly detection that gives a way to
mitigate especially SQL injections and misuse attack. It achieves a high level of database
security and integrity to database systems. The Bin-CVC approach (section 5.2.3) offers
the both stochastic and deterministic protection of binary confidential data and defends
against the inference, exfiltration and insider threats. The malicious data access detector
(section 5.2.6) detects malicious and illegal data accesses that are unauthorized sequences
of SQL, through online analysis of DBMS audit trail that is online detection of threats
with preserving privacy and auditablity of database security. Finally, the approach (sec-
tion 5.2.9) argues that auditing and profiling methods limit on detecting malicious data
on authorized commands so that, this method approaches a different criteria and utilizes
the dependency relationship among data items. It prevents misconfiguration and excessive

privileges by the insiders.

Thus, as we have discussed in section 4.4, not only technical factors affect to the
insider threats, but also there are many other factors that should be considered to de-
tect and to prevent them from hosting threat to database system. The above discussed
methods consider these different factors which help them to mitigate insiders easily. It is
described that the insider threats has main objective to exfiltrate data across organization
boundaries by abusing privileges. SQL injection and weak audit trails by insiders could
be the most frequent and dangerous attacks to database systems, but there exists various
methods also that can detect and prevent them at basic levels. In overall, maximum
of the database security requirements are ensured by different prevention and detection
methods. Along with fundamental quartet of database security (section 3.3), auditablity
and secure configuration of databases are the necessities of preserving security to database
systems. Finally, it must be emphasized that the insider threats to DBMS can be detected
and prevented by different techniques but it does not guarantee that all database threats

can be detected on the same time.
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Chapter 6

Conclusions and Future Work

The aim of this work was to determine the protecting and preserving mechanisms against
insider threats. Many organizations impose measures to reduce database security risks by
insiders. To provide a fundamental understanding about database management systems,
the basic concepts about database systems, their architectures and self-managing proper-
ties have been described in the introductory chapter of foundations of DBS. As data is the
most important asset, security of data and data sources is one of the necessary concerns
for every organization. The necessity of database security and its historical development
since last decades has been portrayed in the next chapter. The essential database security
requirements and what possible threats could affect to the security of databases has been
illustrated. Through our comprehensive literature survey, it is noticed that insider threats
are more dangerous and hazardous to organization than external attacks. We have also
observed that mitigating insider threats is not only a technical approach, as well depends
on behavioral solutions. In section 4.4, it is suggested that to mitigate insider threat ef-
fectively the personal-, socio-technical-, organizational- and behavioral factors also should
be considered. As the main part of objective, we have seen approached various methods
that prevent or detect the insider threats to DBMS. Finally, we have served a summary
that summarized and compares these existing mechanisms against the various database
threats. Particularly, the overview of what database security requirements have been en-

sured by the respective mitigating controls is also provided in summary.

With the fulfillment of our motivation, we have discussed some prevention, protection
and detection mechanisms at the DBMS-layer which try to mitigate insider threats at
their basic level. In this work, it is also believed that mitigating an insider threat is more
effective when it is done as close as to source of data. The following figure 6.1 summarizes
the mitigation measures to reduce the risks caused by insiders. As the insider threat is
not a complete technical method to utilize, some other controls also should be considered.
We believe that along with prevention, detection and defense, protection of the database
security should be preserved throughout the progression. Furthermore, there are some

controls such as, the efficient background checks for employees when hiring them, par-
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ticular access controls to avoid unwanted abuse of the their privileges, the regular audit
trails which keep the all transaction information up-to-date to track malicious insider ac-
tion easily and at last security awareness at very moment of managing databases. These
security controls at every stage of mitigation help to prevent, detect or to respond more
efficiently against insiders threats. Because, insider threat is such critical threat to orga-
nization that cannot be fully eliminated and cannot guarantee that our database system

are totally out of risk of these threats.

We conclude our thesis by noting some areas for further research. Finally, it must be
emphasized across all that the listed mechanisms represent only a subset of overall mitiga-
tion measures against insider threats. Though, we have mainly contributed to prevention,
protection and detection of insider threats, it is also equally important to respond them
prominently if unfortunately they occur to our organization. So that, every organization
must have enough strong defensive controls to minimize the damage due to such critical
threats if insider threats could not be mitigated at their early stages. The important area
of mitigation that is strong defense techniques against insider threats, we are aiming to

work in the near future.
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