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Abstract
A key schedule is an algorithm that expands a relatively short master key to a
relatively long key for later use in an encryption/decryption algorithm. In contrast to
the serious efforts applied to algorithm design, the aspect of key schedules for block
ciphers has received comparatively little attention. This is despite to the fact that
published block ciphers are vulnerable to known attacks that exploit the weaknesses
of their key schedules.
In this thesis, we have proposed four methods to check the correlation among the
subkeys generated by a key schedule algorithm. The basic idea of these methods is to
XOR the subkeys of a key schedule in a specific way (depending on the method being
used) and consequently generate a binary sequence, then statistical tests for
randomness are applied on this binary sequence to check the randomness of the
generated sequence. If the generated binary sequence appears to be random, we
assume that there is no correlation between the subkeys. Method 1 gives the
correlation information among the corresponding bits of the subkeys. Method 2 gives
the correlation information among the corresponding bits of all the bytes of the
subkeys. Method 3 and 4 gives the correlation information among every bit of the
subkey with every other bit of other subkeys, but the generation of binary sequence is
different in method 3 and 4. Method 3 and 4 give the most comprehensive
information about the correlation among the subkeys. In this thesis, we have also
presented the structure of a key schedule algorithm designed by us (named SMS).
This key schedule algorithm satisfies all the properties outlined for a strong key
schedule algorithm, especially it has least correlation among its subkeys.
We have applied these four methods on key schedules of four different block ciphers,
three are publicly published and the fourth one is designed by us. A comparative
study based on the results of these methods is also given in the thesis, which shows
that the SMS key schedule has the least correlation among its subkeys.
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Chapter 1
Introduction
Since the appearance of cryptology in the industrial and academic worlds, public
knowledge and expertise in this fascinating scientific domain have grown in a
tremendous way, notably because of the increasing, nowadays almost ubiquitous,
presence of electronic communications means in our lives.
During the last 30 years, the academic research on the security of block ciphers has
evolved from an empirical way to solve the problem of designing a secure algorithm
to a heuristic one, where a list of well-established and well-understood security
properties that a block cipher must fulfill in order to be secure is available. A lot of
work is done in order to evaluate the security of a block cipher, like confusion &
diffusion criteria, avalanche effect, completeness, strict avalanche criterion,
correlation criteria, randomness criteria and security tests of s-boxes. Proper
algorithms have been designed and published in public domain to evaluate a block
cipher keeping in view the above given criteria. In contrast to the serious effort
applied to algorithm design, the aspect of key schedules for block ciphers has received
comparatively little attention. This is despite the fact that published block ciphers are
vulnerable to known attacks that exploit the weaknesses of their key schedules.
Several attacks have been published which exploit the correlation between the
subkeys of an algorithm.

1.1 Our Contributions
In this thesis, we have proposed four methods to check the correlation among the
subkeys of a key schedule. The basic idea of these methods is to XOR the subkeys of
a key schedule in a specific way (depending on the method being used) and
consequently generate a binary sequence, then statistical tests for randomness are
applied on this binary sequence to check the randomness of the sequence. If the
generated binary sequence appears to be random, we assume that there is no
correlation between the subkeys. In addition to this we have outlined the properties of
a strong key schedule. Then we have presented the structure of a key schedule
designed by us. An analysis of the key schedule is also given.
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1.2 Thesis outline
This thesis is organized as follows:








Chapter 2 is devoted to the introduction of block ciphers. Basic structure of
block cipher and a brief overview of DES and AES are given in this chapter.
Chapter 3 presents the Importance of key schedules in block ciphers. Brief
overview of the attacks is also given in this chapter that is possible due to
weaknesses of key schedules.
Chapter 4 gives a brief overview of the structure of key schedules of DES,
IDEA and AES.
Chapter 5 presents our contributions and work done by us. First we have
presented the structure of the SMS key schedule designed by us. Then the four
methods are described to check the correlation between the expanded subkeys.
A brief overview of the statistical methods for randomness is also given in this
chapter. Then the results of correlation testing methods applied on DES,
IDEA, AES and SMS key schedule are presented. A comparative study of the
above mentioned results is also given in this chapter.
Chapter 6 presents the conclusion and future work.
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Chapter 2
A Brief Overview of Block Cipher
This chapter aims at offering a wide, although inevitably not exhaustive, overview of
block ciphers. Firstly, some basic definitions about the block ciphers are given, then a
brief overview of the structure of DES and AES are presented.

2.1 Introduction and Overview
In cryptography, a block cipher is a symmetric key cipher which operates on fixedlength groups of bits, termed blocks, with an unvarying transformation. When
encrypting, a block cipher might take a (for example) 128-bit block of plaintext as
input, and output a corresponding 128-bit block of ciphertext. The exact
transformation is controlled using a second input – the secret key. Decryption is
similar: the decryption algorithm takes, in this example, a 128-bit block of ciphertext
together with the secret key, and yields the original 128-bit block of plaintext.
Block ciphers are the most prominent and important elements in many cryptographic
systems. Individually, they provide confidentiality. As a fundamental building block,
their versatility allows construction of pseudorandom number generators, stream
ciphers, MACs, and hash functions. They may furthermore serve as a central
component in message authentication techniques, data integrity mechanisms, entity
authentication protocols, and (symmetric-key) digital signature schemes.
No block cipher is ideally suited for all applications, even one offering a high level of
security. This is a result of inevitable tradeoffs required in practical applications,
including those arising from, for example, speed requirements and memory
limitations (e.g., code size, data size, cache memory), constraints imposed by
implementation platforms (e.g., hardware, software, chip cards), and differing
tolerances of applications to properties of various modes of operation. In addition,
efficiency must typically be trade off against security. Thus it is beneficial to have a
number of candidate ciphers from which to draw [1].
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2.2 Basic Definitions
Roughly expressed, a symmetric-key block cipher is a cryptographic system whose
principal aim is to guarantee the confidentiality of data. Mao [2] gives the following
definition of a cryptographic system.

2.2.1 Cryptographic system
A cryptographic system consists of the following [3]:


a plaintext message space P which is a set of strings over some alphabet;



a ciphertext message space C which is set of possible ciphertext messages;



an encryption key space K which is the set of possible encryption keys, and a
decryption key space K’ which is the set of possible decryption keys;



an efficient key generation algorithm: 𝛾 ∶ ℕ → 𝐾 × 𝐾′;



an efficient encryption algorithm:  : P  K  C;



an efficient decryption algorithm: ’: C  K’  P.

For a security parameter 1ℓ, the key generation algorithm outputs a key pair (k, k’) K
 K’ of length ℓ. For k  K and p P, we denote by
c = k(p)
the encryption operation and by
p = ’k’(c)
the decryption operation. It is furthermore necessary that for all m  M and all k  K,
there exists k’ K’ such that

’k’ (k (p)) = p
A block cipher can be seen in a simple way as a deterministic, memory less, invertible
function mapping an n-bit plaintext block p {0, 1} n to an n-bit ciphertext block c 
{0, 1} n; furthermore, this function is parametered by a single ℓ-bit secret key k  {0,
1} ℓ; in other words, and using the terminology of 2.2.1,  = ’, K = K’, and k = k’.
The notion of symmetry in block ciphers comes hence from the fact that the same key
is used for both encryption and decryption operations; the opposed notion is the
asymmetric or public-key cryptography [4, 5] which uses different, related keys for
both operations.
14
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In order that a ciphertext decrypts to a unique plaintext for a given fixed key, it is
necessary that the encryption function is a bijection; this restrict the number of block
ciphers to the (2n)! permutations on n-bit values. As this values is extremely large for
common values of n (64 or 128 bits), the size of the key further restricts the number of
reachable permutations. Usual key lengths (up to 256 bits) imply that this number is
actually an infinitesimally small fraction of all possible permutations. Informally, the
goal is to make it practically impossible to retrieve the plaintext from the ciphertext
without any knowledge of the secret key.
The concept of block cipher is summarized in a formal way in 2.2.2, taken out of [1].

2.2.2 Symmetric-Key Block Cipher
An n-bit symmetric-key block cipher is a function e: {0, 1} n  {0, 1} ℓ  {0, 1} n such
that for each key k  {0, 1} ℓ, the encryption function e(p, k), written ek(p), is an
invertible mapping from {0, 1} n to {0, 1} n. The inverse mapping is the decryption
function, denoted dk(c), where c = ek(p) denotes the ciphertext c resulting from the
encryption of plaintext p under key k.
Note that it is possible to imagine probabilistic block ciphers which take some
randomness in addition to the key as input in order to select a mapping in a nondeterministic way; thus, each time a plaintext block p is encrypted under key k, the
output is a set of eligible ciphertext blocks and the function chooses one ciphertext
block c out of this set. Since the encryption function is essentially one-to-many, the
requirement for inevitability implies data expansion, which is a disadvantage of
randomized encryption; furthermore, gathering “good” randomness is not a trivial
problem in the real world. However, depending on the strength of the security model
under consideration, some randomness may be required. In practice, this property is
often shifted to the use of randomized modes of operations.
Virtually all block ciphers are product ciphers, i.e. they combine at least two or more
transformations in a manner intending that the resulting cipher is more secure than the
individual components. The underlying idea is to build a complex encryption function
by combining several simple operations which offer complementary, but individually
insufficient security properties. A very important class of product ciphers is the
category of iterated block ciphers (see Fig 1). The key idea is to iterate the same
round function f several times on the plaintext block p. More precisely, an iterated
block cipher is a block cipher involving the sequential repetition of an internal
function f called a round function. Parameters include the number of rounds r, the
block bit size n and the bit size ℓ of the input key k from which r subkeys k(i) (also
called round keys) are derived. For inevitability purposes, the round function f must
be a bijection on the round input for each value k(i).
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Figure 1 Diagram of an r-round iterated block cipher

Various schemes are used to build modern iterated block ciphers, like substitutionpermutation networks (SPNs), Feistel schemes and variants, and many others. The
round key k(i) are derived from the key k by an algorithm named Key-Schedule
Algorithm. Iterated block ciphers have several advantages: it is possible to implement
them in an efficient way, because one can reuse the same code or circuit in each
round. Furthermore, it is easier to analyze them in security point of view since several
theoretical results concerning iterated block ciphers are available.
A more “high-level” way to build a new block cipher consists in combining directly
block ciphers. The key point is that the keys used by the individual block ciphers
should be statistically independent; however, the distinction is not always clear. A
cascade cipher is usually defined [1] as being the concatenation of s ≥ 2 block ciphers
(called stages), each with (statistically) independent keys: the plaintext is the input of
the first stage, the output of stage i is the input of stage i + 1 and the output of stage s
16

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

is defined to be the ciphertext. Multiple encryptions is similar to cascade ciphers, but
the keys may be dependent and the stage block ciphers may be either a block cipher e
or its corresponding decryption function d. Most common constructions of multiple
encryptions are the double encryption and triple encryption (see 2.2.3 and 2.2.4).

2.2.3 Double Encryption
For a block cipher ek, double encryption is defined as
e( x)  ek 2(ek 1( x))

where k1 and k2 are statistically independent.

2.2.4 Triple Encryption
For a block cipher ek, triple encryption is defined as

e( p)  ek(3)3 (ek(2)2 (ek(1)1 ( p)))
where e(i) denotes either ek(.) or dk(.). The case

e( p)  ek(3)3 (dk(2)2 (ek(1)1 ( p)))
is called EDE triple-encryption; the sub-case k1 = k3 is called two-key triple
encryption.

2.3 Good and Bad Block Ciphers
The rigorous evaluation of block cipher is an extremely difficult and time-consuming
task since several criteria have influence on the good (or bad) quality of a block
cipher:


Security level: A very important criterion in the evaluation of a block cipher is
obviously its estimated security level. Unfortunately, the current state of the
science does not allow (up to now) to prove in a mathematical, rigorous way
whether a given (practical) block cipher is secure or not; although the concept
of perfect security [6] has been formalized several decades ago, perfect ciphers
(like the one-time pad [7], for instance) are very impractical for a real use, as
they require at least as many key bits as the message length. This fact explains
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why evaluations projects, like AES1, NESSIE2 or CRYPTREC3 efforts, are
necessary. Thus, at this time, some subjectivity will inevitably be present in
the estimation of the security of a block cipher. Does a given algorithm come
with a certain “proof of security”? Does it have withstood expert cryptanalysis
from several people over a substantial time period (i.e. years)? Responses to
this kind of questions help to take a decision regarding the security criterion,
but do not give any formal guarantee about the security towards (yet)
unknown attacks.


Throughput: Block ciphers are often used to encrypt large amounts of data;
this makes throughput an important evaluation criterion as well. Throughput is
related to the complexity of the cryptographic mapping and the degree to
which the algorithm is tailored to a particular platform or implementation
context. One often differentiates hardware and software cases, the speed of the
algorithm setup, the key setup, a key change and the encryption and
decryption operations.



Flexibility: Usually, an expected important property of a block cipher is that it
offers a large flexibility at different points of view. For instance, a flexible
algorithm may offer several possible block and key sizes, allowing tailoring an
instance of the block cipher to precise external requirements. Another
flexibility form concerns implementation issues. If the block cipher under
consideration can be implemented on various platforms, i.e. on fast 32-bit, 64bit microprocessors, on hardware (either as an ASIC4 or on a FPGA5), on lowcost 8-bit architectures (like a smartcard) while keeping an acceptable
throughput, then one can consider it a flexible. Finally, a block cipher can be
used as a building block in various (but unusual) cryptographic constructions
(like a hash function, an authentication code, or a stream cipher); if it offers an
acceptable security level in all of these situations, then one can consider that it
is a flexible block cipher.

1

Advanced Encryption Standard

2

New European Schemes for Signatures, Integrity and Encryption

3

Cryptography Research and Evaluation Committee

4

Application-specific Integrated Circuit

5

Field Programmable Gate Array
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2.4 Examples of Block Ciphers
It is astonishing how many different designs of block ciphers have been proposed in
the academic literature. Few of them have a real impact in the practical life, but most
of them suggest interesting questions and open problems about their security. In the
next parts, we describe precisely two block ciphers which are probably the most
frequently encountered ones in practice, namely DES and AES.

2.4.1 Data Encryption Standard (DES)
The “Data Encryption Standard” (DES), also known as the “Data Encryption
Algorithm” (DEA) by ANSI or as DEA-1 by ISO, respectively, has been a de facto
worldwide symmetric encryption standard for more than two decades (the latest
version of the NIST standard is [8]). In this section, we first recall some historical
perspectives.
DES has been designed by a group of permanent researchers working in the seventies
for IBM Corp: Coppersmith, Konheim, Adler, Notz, Smith, Feistel, Tritter,
Tuckerman, Meyer, Grossman, McNeil, Tuchmann, and Oseas.

Historical Perspectives
Interestingly, the history of DES is closely related to the history of “modern”
cryptology. In the early 70s, non-military research about cryptographic algorithms
was nearly inexistent and very few people understood the science of cryptology. In
1972, the former US “National Bureau of Standards” (NBS), known nowadays as the
“National Institute of Standards and Technology” (NIST), initiated a program with the
goal of protecting computer and communications data; part of this program was the
development of a single standard cryptographic algorithm, such that it could be tested
and certified, and different equipments using it could interoperate easily.
In 1973, the NBS issued a public request for proposals; the propositions demonstrated
that there was a lot of public interest in this field, but very little expertise, since none
of the submissions came only close to meeting the requirements defined by the NBS.
A second request was issued one year later, and the NBS eventually received a
promising candidate: an algorithm based on another one developed by IBM, called
Lucifer. The NBS requested help of the “National Security Agency” (NSA), and
comments by the general public.
Many people were afraid that the NSA has modified the algorithm to install a
trapdoor, complained about the reduced key size (from 128-bit to 56-bit) and the inner
19
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working of the algorithm, since the rationales behind the design of the algorithm were
kept secret. In 1976, the NBS initiated two workshops, one dedicated to the
mathematics of the algorithm and the possibility of a trapdoor, the other being
devoted to the possibility of increasing key’s length. For instance, Brickel et al. [9]
conclude in a paper aiming at discovering the design criteria of DES s-boxes, that
“All the structure of the s-boxes that we have described
appears to be the result of design principles. The
question that remains is whether it is a complete list of
the design principles used in creating the s-boxes. This
question could be answered in the negative if further
structure was discovered in the s-boxes that did not
occur in the s-boxes created using these design
principles.”
Despite of criticism, DES was adopted as a federal standard on November 23, 1976
and authorized for use on all unclassified government communications. The official
and initial description of the standard can be found in [8]. As the terms of the DES
standards stipulate that it should be reviewed every five years, it was re-certified in
1983, 1987, 1993, and in 1999. However, in 1997, as DES was showing some signs of
old age and as it can no more be considered as a secure algorithm (mainly because of
its small key size), the NIST has decided to launch a process in order to find a
successor, known as the Advanced Encryption Standard (AES).

Description of DES
DES is a Feistel cipher encrypting a 64-bit block with help of a 56-bit key. It consists
in applying an initial permutation to the plaintext, then applying 16 consecutive
Feistel rounds (the final swap being omitted), and finally applying the inverse of the
initial permutation. The Feistel cipher structure [10] is guaranteed to be reversible (or,
in other words, one can use the same process, up to the subkeys order, to encrypt and
to decrypt data). Furthermore, one can notice that the function f does not need to be
bijective. The concept of Feistel cipher is formally described below.

Feistel Cipher
A Feistel cipher Г is an iterated cipher mapping a plaintext of n = 2t bits, denoted
xℓ(0)||xr(0), with t-bit blocks xℓ(0), and xr(0) to a ciphertext xℓ(r)||xr(r) through an r-round
process, where r ≥ 1. For 0 ≤ i < r, round i maps xℓ(i)||xr(i) → xℓ(i + 1)||xr(i + 1) according
to

 x1(i 1)  xr(i )
   (i 1)
(i )
(i )
( i 1)
 xr  x1 f ( xr , k )
20
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where each subkey k(i), 1 ≤ i ≤ ℓ is derived from the key k and ◊ is a group law on {0,
1}t.

Figure 2 A Feistel Round

The overall structure of DES is illustrated in figure 3, in every round one subkey is
used in f function.
A DES key is often expressed as a 64-bit string, where the least significant (i.e.
leftmost) bit of each byte is ignored and used as parity check bit to ensure that the key
is error-free; the process of selecting these bits is performed by the transformation
PC1, which eliminates the superfluous bits and permutes the remaining ones. After
this operation, a different 48-bit subkey is generated for each of the 16 rounds of DES
in the following manner: first the 56-bit key is divided into two 28-bit registers. Then,
the halves are rotated to the left by two positions for all rounds but the rounds
numbers 1, 2, 9, and 16, which are rotated to the left by a single position. After being
rotated, 48 out of the 56 bits are selected and permutated by a compression function
PC2. Because of the rotation, a different subset of key bits is used in each subkey.
Actually, each bit is used in approximately 14 of the 16 rounds, but not all bits are
used exactly the same number of times.
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Figure 3 Overall structure of DES

The initial transformation IP and its inverse IP-1 are straight-forward bit permutation
on 64-bit strings; actually, they do not possess any cryptographic meaning as they are
key-independent GF(2)-linear operations.
22
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Figure 4 Round Function of DES

The round function of DES is illustrated in figure 4 (note that the flow of the figure
goes from the right to the left). It takes a 32-bit input x and outputs a 32-bit value y.
First, a transformation called expansion-permutation EP expands the 32-bit input to
48 bits; this operation duplicates and permutes certain bits. Then, the 48-bit round
subkey is combined with the output of EP with an exclusive-or operation (this
23

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

operation being denoted K in figure). The result feeds then the substitution part of the
cipher.
The substitution stage is composed of eight different non-linear transformations
mapping 6-bit values to 4-bit ones which are usually called “S-boxes”. Hence, the 48bit are split into eight 6-bits blocks. Each separate block is operated on by a separate
S-box. An S-box is defined as a table of four rows and sixteen columns. The leftmost
and the rightmost and the four inner bits specify the index of the column. For
instance, the input 100100 to S-box S5 gives 10 as row index and 0010 as column
index, which results in the output 0001.
Finally, the end of DES’s round function consists of a straight bit permutation P
which maps each output bit of the substitution stage to an output position, which
means that no bit is used twice and no bit is ignored.

2.4.2 Advanced Encryption Standard (AES)
As mentioned above, due to the improvement of sciences and technology, DES is no
longer appropriate for securing electronic communications. The NIST decided to
launch in 1997 a new standardization process, known as Advanced Encryption
Standard. This process, on a competitive basis, was completely open: anyone (i.e.
non-American citizen and companies as well) was invited to submit a candidate
algorithm and to send public comments on the other proposals. Fifteen candidates
were accepted from all over the world in 1998: CAST256, Crypton, DEAL, DFC, E2,
Frog, Hasty Pudding, LOKI97, Magenta, Mars, RC6, Rijndael, SAFER+, Serpent,
and Twofish. Based on the extensive public comments, this set of candidates was
reduced to 5 finalists (Rijndael, Mars, Serpent, Twofish and RC6) in 1999. In October
2000, Rijndael was selected to become the AES [3]. The algorithm has been designed
by two Belgian cryptographers, Daemon and Rijmen. A book [11] explaining the
algorithm, its features and the rationales behind its design have been published.

Description of AES
AES processes 128-bit data blocks under a 128-, 192- or 256-bit key. Its design
consists in writing the 128-bit plaintext as a 4 × 4 square matrix of bytes (this
principle was first proposed in Square). The encryption process is made of 10, 12 or
14 rounds, for keys of 128-, 192- and 256-bit, respectively. It begins with the addition
(through a XOR operation) of a round subkey to the input data. Then, a fixed number
of rounds of a substitution-permutation network (SPN) are applied.
Each round consists of four operations: first, a bijection, SubBytes, is applied to the
matrix, consisting basically of 16 byte-wise substitutions defined by the same
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substitution table. SubBytes is a bijective mapping offering optimal characteristics
regarding non-linearity (and thus an optimal resistance towards linear and differential
cryptanalysis). It consists in the inversion operation in GF(28) where elements of the
field are polynomials of degree at most 7 on GF(2) modulo the irreducible polynomial
𝑥 8 + 𝑥 4 + 𝑥 3 + 𝑥 + 1; it is followed by an affine transformation over GF(28).
Second, a circular shift called ShiftRows of all rows of the matrix is applied: row
number i,1  i  4 is rotated to the right by i positions. Third, a linear transformation,
defined by a 4 × 4 matrix over GF(28), called MixColumns, is applied on each column
(the last round omitting the MixColumns and ShiftRows steps); more precisely, this
operation considers a column as the coefficients of a polynomial over 𝐺𝐹(28 )/(𝑥 8 +
𝑥 4 + 𝑥 3 + 𝑥 + 1) and the columns are multiplied by the polynomial 0 × 03 ∙ 𝑥 3 + 0 ×
01 ∙ 𝑥 2 + 0 × 01 ∙ 𝑥 + 0 × 02 modulo 𝑥 4 + 1. MixColumns possesses optimal diffusion
properties: if l input bytes are modified, at least 5 – l output bytes will be modified.
Finally, a 128-bit round subkey is XORed.
The decryption process consists simply in applying the respective inverse operations
in the reverse order, while the key-schedule algorithm will be described later.
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Chapter 3
Key Schedule & Attacks
This chapter presents introduction to the key schedule and its importance in
cryptography. Properties required of a strong key schedule are presented. Brief
overview of attacks is given which are possible due to the weaknesses in key
schedules of block ciphers.

3.1: Key Schedule
A Block cipher consists of two parts [12]:



the key schedule, which produces subkeys for each round, normally from the
“generating” or main key; and
scrambling – the “real” encryption, which mixes the subkey bits with the input
bits to produce the output bits.

A key schedule is an algorithm that expands a relatively short master key (typically
between 128 and 256 bits long) to a relatively large expanded key (typically several
hundred or thousand bits) for later use in encryption and decryption algorithm [13].
Key schedules are used in several ways:




To specify the round keys of a product cipher. DES [8] uses its key schedule
in this way as do many other product ciphers.
To initialize some fixed elements of a cryptographic transform. Khufu [14],
Blowfish [15] and SEAL [16] use a key schedule this way.
To initialize the state of a stream cipher prior to generating keystream. RC4
[17] uses a key schedule in this way.

While block cipher has been studied very thoroughly, key schedule generation has not
enjoyed the attention it rightfully deserves until recently [18]. It has been shown that
poor key schedules can break an otherwise perfectly good cipher [19], but relatively
little has been said about what it means for a key schedule to be strong.
The goal of a strong key schedule is to overcome any perceived weakness which may
be used in attacking the block cipher system, either hypothetically or practically. In
practice this goal is achievable, so there is no reason why a block cipher’s key
schedule should not be strong in the technical sense. Designers already use techniques
to achieve Shannon’s [6] bit confusion and bit diffusion properties in their cipher
algorithms, so achieving similar properties in key schedules is a natural progression.
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In 1993 Biham [19] showed that in certain cases, simple key schedules exhibit
relationships between keys that may be exploited. In the same year Knudsen [18]
listed four necessary but not sufficient properties for secure Feistel ciphers. Two of
these, no simple relations and all keys are equally good, are achievable with strong
key schedules. Following table translates the generic properties of a strong key
schedule, as outlined by Knudsen, into properties which are readily measurable. These
properties are simultaneously achievable.

Property 1: collision-resistant one-way function (function is infeasible to invert)
Property 2: minimal mutual information (between all subkey bits and master key bits)
Property 3: efficient implementation
Table 1 Desired Key Schedule properties

One-way Function
A block cipher can be considered a one-way function when the encryption key is
unknown. The practice of using a cipher algorithm in the generation of its subkeys is
considered a satisfactory technique for providing the key schedule with the property
of non-invariability. Note that it is assumed that the cipher algorithm satisfies
Shannon’s bit confusion and bit diffusion properties (i.e.: it is a strong cipher
algorithm). Property 3 is, in general, easier to satisfy if the one-way function is the
cipher function itself [20].

Minimal Mutual Information
This property aims to eliminate bit leakage between subkeys and the master key,
weaknesses that assist cryptanalysis by reducing the complexity of some attack
scenarios on block ciphers. Examples range from differential and linear cryptanalysis
of DES through to the AES attacks in [21] where the authors summarize that “Some
of our attacks make use of the relations between expanded key bytes and would have
a higher complexity if these relations did not exist.” Leakage of information from
Subkey i to Subkey i – 1 or Subkey i + 1 is directly prevented by Property 1. Using
master key bits directly in subkeys leads to the worst case of bit leakage; however this
can be easily avoided.
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Efficient Implementation
The cipher algorithm and the key schedule should complement each other in
implementation aspects as well as security. It is advantageous that the execution time
of a key schedule be of the same order of speed as the cipher itself, as for all of the
short-listed AES candidates. By re-using already optimized components of the
encryption algorithm and with some careful consideration during the key schedule
design, a fast implementation is attainable, without the necessity for major additional
cost in circuitry or code size due to design constraints [20].

Looked at another way, a DES-like cipher is really two separate cryptosystems, F and
G. The user sees
𝐺 = {𝑔𝑘 : 𝑘 ∈ {0, 1}56 }
But there is really underlying cryptosystem
𝐹 = {𝑓𝑘 : 𝑘 ∈ {0, 1}768 }
and a mapping ∅ ∶ {0, 1}56 → {0, 1}768 such that 𝑓∅(𝑘) = 𝑔𝑘 for all input keys k [12].

3.2 Attacks on Key Schedules
Following are different attacks possible due to the weaknesses in the key schedules
[13]:

3.2.1 Meet -in-the-Middle Attacks
Meet-in-the –middle attacks occur when the first part of a cipher depends upon a
different set of key bits than does the second part. This allows an attacker to attack the
two parts independently, and works against double-encryption with a block cipher and
two different keys [22, 23, 24].

3.2.2 Linear Factors
A linear factor is a fixed set of key bits whose complementation leaves the XOR of a
fixed set of ciphertext bits unchanged; this weakness can be used to speed up an
exhaustive key search. Six-round DES has a linear factor [25].
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3.2.3 Weak Keys
A weak key, K, is a key for which encryption is the same function as decryption. A
pair of semi-weak keys, K and K’, are keys for which encryption with K is the same as
decryption with K’ and vice versa. Both DES and LOKI89 have weak keys [26, 27,
28, 29]. If the number of weak keys is relatively small, they may not compromise the
cipher when used to assure confidentiality. However, several has modes use block
ciphers where an attacker can choose the key input in an attempt to find a collision; in
these modes the block cipher should not have any weak or semi-weak keys.

3.2.4 Detectable Key Classes
One way to reduce the effective keyspace is to divide the keyspace into classes, and
then find an attack that reveals to which class the key belongs. In some instances, the
workload of identifying a key with a specific class is very small; these too are
sometimes referred to as weak keys.
For example, certain keys in Blowfish [15] result in identical S-box entries, and can
be detected in reduced-round variants [30]. IDEA [31] has several classes of key
detectable with just two chosen-plaintext encryptions [32]. The key schedule of
LOKI91 allows two different keys to have several round keys in common; this
reduces the effective keyspace by almost a factor of four using 233 chosen plaintexts
[33]. Due to the weak mixing in its key schedule, RC4 has a class of detectable keys
[34]. One out of 256 keys is detectable, and a detectable key has about a 13.8%
chance of revealing 16 bits of the key in the first output byte. Lucifer has differential
characteristics which are conditional on the key [35].
RC5: The following is a new detectable key class attack on RC5 [36]. Suppose all but
the first pair of RC5 subkeys has only 0 bits in their low 5 bit positions. This is a weak
key, because it is possible (with 1024 tries) to get a plaintext value that never rotates.
To check for a weak key of this kind, let X[i] be one of the 1024 chosen 64-bit values
which differ in the low five bits of each word. Let D = (c, 0, 0, 0, d, 0, 0, 0), where c
and d are random bytes. Send in the pairs
X[i], X[i]  D
for i = 0 to 1023. If we have a weak key of this kind, we get some i whose output
XOR is (e, 0, 0, 0, f, 0, 0, 0) where e and f are random bytes. This has to be the case if
we don’t get any rotation, since nothing else in the cipher could propagate to the right.
Any rotation, however small, anywhere, will destroy this property.
If the subkey expansion function were random, we would have a probability of
choosing a weak key of 2-10R, where R is the number of weak-subkey rounds. (Rivest
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defines one “round” of RC5 as two rounds, i.e. applications, of the Feistel function).
For R = 4, this is large enough to be of concern; for R = 12 the chances of getting a
weak key at random are about 2-120. However, we need to worry about this attack if
we try to build hash functions out of RC5 with almost any R.

3.2.5 Simple Relations and Equivalent Keys
A simple relation occurs between two different keys, manifesting itself as a
relationship between the resulting plaintexts and ciphertexts [18]. This also allows the
keyspace to be reduced in a search. DES and LOKI have a simple relation known as
the complementation property: if K encrypts P to C, then the bitwise complement of K
encrypts the bitwise complement of P to the bitwise complement of C. This reduces
the effective keyspace by one bit. DES and LOKI have pairs of keys for which a
simple relation exists, for at least a fraction of all plaintexts [37]. Kwan and Pieprzyk
describe a technique for locating complementation properties in linear key schedules
[38].
Two keys are equivalent if they transform all plaintexts identically. This can be
considered a special kind of simple relation.
TEA: TEA [39] is an easy-to-memorize Feistel block cipher. It has a 128-bit master
key K0…3, and the key schedule is simple: all odd rounds use K0, K1 as the round
subkey, and all even rounds use K2, K3. One cycle of TEA applied to the block Yi, Zi
performs
Yi+1  Yi + Fi (Zi, K0, K1)
Zi+1  Zi + Fi (Yi+1, K2, K3)
where the round function F is
Fi(z, k, k’) = (ShiftLeft (z, 4) + k)  (z + Ci)  (ShiftRight (z, 5) + k’)
Consider complementing the most significant bits of K0 and K1. Note that flipping the
most significant bit propagates through both the addition and XOR operations, and
flipping it twice cancels the modification. Therefore, modifying the 128-bit master
key in this way does not affect the encryption process. We can also complement the
most significant bits of K2, K3 without any effect. This means that each TEA key has 3
other equivalent keys. In particular, it is easy to construct collisions for TEA when
used in a Davies-Meyer hashing mode [40].
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3.2.6 Attacks on One-Wayness
A key schedule is one-way if, given several round subkeys; it is infeasible for an
attacker to gain any new information about the master key or about other unknown
round subkeys. For instance, recovering a few round subkeys allows one to recover
most of the master key in the DES key schedule; Biham and Shamir exploited this to
optimize their differential attack on DES [41]. Furthermore, it may be easier to find
weak keys and related keys for key schedules which are not one-way.

3.2.7 Related key cryptanalysis
A related-key attack is one where the attacker learns the encryption of certain
plaintext not only under the original (unknown) key K, but also under some derived
keys K’ = f(K). In a chosen-related-key attack, the attacker specifies how the key is to
be changed; known-related-key attacks are those where the key difference is known
but cannot be chosen by the attacker.
One way to prevent Related-Key attacks against the cipher is to immunize the key
schedule against related-key attacks. For that the designers should maximize
avalanche in the subkeys and avoid linear key schedules. Every key bit should affect
nearly every round. This type of approach was adopted by SEAL and Blowfish, and
resulted in strong key schedules.
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Chapter 4
Key Schedules of DES, IDEA & AES
This chapter presents a brief overview of the structure of key schedules of DES,
IDEA and AES.

4.1 DES Key Schedule
A DES key is often expressed as a 64-bit string, where the leas significant (i.e.
leftmost) bit of each byte is ignored and used as parity check bit to ensure that the key
is error-free; the process of selecting these bits is performed by the transformation
PC1, which eliminates the superfluous bits and permutes the remaining ones. After
this operation, a different 48-bit subkey is generated for each of the 16 rounds of DES
in the following manner: first the 56-bit key is divided into two 28-bit registers. Then,
the halves are rotated to the left by two positions for all rounds but the round number
1, 2, 9, and 16, which are rotated to the left by a single position. After being rotated,
48 out of the 56 bits are selected and permuted by a compression function PC2.
Because of the rotation, a different subset of key bits is used in each subkey. Actually,
each bit is used in approximately 14 of the 16 rounds, but not all bits are used exactly
the same number of times.
Key schedule of DES is defined in the figure 5. To complete the definition of KS it is
therefore sufficient to describe the two permuted choices, as well as the schedule of
left shifts. One bit in each 8-bit byte of the KEY may be utilized for error detection in
key generation, distribution and storage. Bits 8, 16, …, 64 are for use in assuring that
each byte is of odd parity.
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Permuted choice 1 is determined by the following table:

PC-1
57
1
10
19

49
58
2
11

41
50
59
3

33
42
51
60

25
34
43
52

17
26
35
44

9
18
27
36

63
7
14
21

55
62
6
13

47
54
61
5

39
46
53
28

31
38
45
20

23
30
37
12

15
22
29
4

Table 2 PC-1 of DES

Permuted choice 2 is determined by the following table:

PC-2
14
3
23
16
41
30
44
46

17
28
19
7
52
40
49
42

11
15
12
27
31
51
39
50

24
6
4
20
37
45
56
36

1
21
26
13
47
33
34
29

5
10
8
2
55
48
53
32

Table 3 PC-2 of DES

The PC-1 table has been divided into two parts, with the first part determining how
the bits of C( ) are chosen, and the second part determining how the bits of D( ) are
chosen. The bits of KEY are numbered 1 through 64. The bits of C( ) are respectively
bits 57, 49, 41, …., 44 and 36 of KEY, with the bits of D( ) being bits 63, 55, 47, …,
12 and 4 of KEY.
With C( ) and D( ) defined, we now define how the block Cn and Dn are obtained from
the blocks Cn-1 and Dn-1, respectively, for n = 1, 2, …, 16. That is accomplished by
adhering to the following schedule of left shifts of the individual blocks:
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Figure 5 Key Schedule of DES
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Iteration Number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

No. of Left Shifts
1
1
2
2
2
2
2
2
1
2
2
2
2
2
2
1

Table 4 No. of Left Shifts in DES Key Schedule

For example, C3 and D3 are obtained from C2 and D2, respectively, by two left shifts,
and C16 and D16 are obtained from C15 and D15, respectively, by one left shift. In all
cases, by a single left shift is meant a rotation of the bits one place to the left, so that
after one left shift the bits in the 28 positions are the bits that were previously in
positions 2, 3, …, 28, 1.
Therefore, the first bit of Kn is the 14th bit of CnDn, the second bit of 17th, and so on
with the 47th bit of the 29th, and the 48th bit the 32nd.

4.2 IDEA Key Schedule
The cipher named IDEA (International Data Encryption Algorithm) encrypts 64-bit
plain-text to 64-bit ciphertext blocks, using a 128-bit input key K. Based in part on a
novel generalization of the Feistel structure, it consists of 8 computationally identical
(r )
rounds followed by an output transformation. Round r uses six 16-bit subkeys Ki ,

1  i  6 , to transform a 64-bit input X into an output of four 16-bit blocks, which are
input to the next round. The round 8 output enters the output transformation,
(9)
employing four additional subkeys Ki , 1  i  4 to produce the final ciphertext Y =

(Y1, Y2, Y3, Y4). All subkeys are derived from K [1].
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A dominant design concept in IDEA is mixing operations from three different
algebraic groups of 2n elements. The corresponding group operations on sub-blocks a
and b of bitlength n = 16 are bitwise XOR: a  b ; addition mod 2n: (a + b) AND
0xFFFF, denoted a ⊞ b; and (modified) multiplication mod 2n + 1, with 0 
n
associated with 2 

2n 1

: a

2n

b.

INPUT: 128-bit key K = k1 … K128.
OUTPUT: 52 16-bit key sub-blocks Ki(r) for 8 rounds r and the output transformation.
1. Order the subkeys K1(1) … K6(1), K1(2) … K6(2), … K1(8) … K6(8), K1(9) … K4(9)
2. Partition K into eight 16-bit blocks; assign these directly to the first 8 subkeys.
3. Do the following until all 52subkeys are assigned: cyclic shift K left 25 bits;
partition the result into 8 blocks; assign these blocks to the next 8 subkeys.

Table 5 Pseudo Code for IDEA Key Schedule

4.3 AES Key Schedule
The AES algorithm takes the Cipher Key, K, and performs a Key Expansion routine
to generate a key schedule. The key Expansion generates a total of Nb (Nr + 1) words:
the algorithm requires an initial set of Nb words, and each of the Nr rounds requires
Nb words of key data. The resulting key schedule consists of a linear array of 4-byte
words, denoted [wi], with i in the range 0 ≤ i < Nb (Nr + 1).
The expansion of the input key into the key schedule proceeds according to the
pseudo code given in table 6.
SubWord( ) is a function that takes a four-byte input word and applies the S-box to
each of the four bytes to produce an output word. The function RotWord( ) takes a
word [a0, a1, a2, a3] as input, performs a cyclic permutation, and returns the word [a1,
a2, a3, a0]. The round constant word array, Rcon[i], contains the values given by [x i-1,
{00}, {00}, {00}], with xi-1 being powers of x (x is denoted as {02}) in the field
GF(28) (note that i starts at 1, not 0).
From table 6, it can be seen that the first Nk words of the expanded key are filled with
the Cipher Key. Every following word, w[i], is equal to the XOR of the previous
word, w[i-1], and the word Nk positions earlier, w[i - Nk]. For words in positions that
are a multiple of Nk, a transformation is applied to w[i – 1] prior to the XOR,
followed by an XOR with a round constant, Rcon[i]. This transformation consists of
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a cyclic shift of the bytes in a word (RotWord( )), followed by the application of a
table lookup to all four bytes of the word (SubWord( )).
It is important to note that the Key Expansion routine for 256-bit Cipher Keys (Nk =
8) is slightly different than for 128- and 192-bit Cipher Keys. If Nk = 8 and i – 4 is a
multiple of Nk, then SubWord( ) is applied to w[i – 1] prior to the XOR.

KeyExpansion (byte key[4*Nk], word w[Nb*(Nr+1)], Nk)
begin
word temp
i=0
while (i < Nk)
w[i] = word(key[4*i], key[4*i+1], key[4*i+2],
key[4*i+3])
i=i+1
end while
i = Nk
while (i < Nb * (Nr+1))
temp = w[i-1]
if (i mod Nk = 0)
temp = SubWord(RotWord(temp)) xor Rcon[i/Nk]
else if (Nk > 6 and i mod Nk = 4)
temp = SubWord(temp)
end if
w[i] = w[i-Nk] xor temp
i=i+1
end while
end

Table 6 Pseudo Code for AES Key Schedule
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Chapter 5
Our Work
In this chapter we have presented our contributions to this thesis. Firstly, we have
presented the structure of the key schedule designed by us named SMS. Then we have
presented detailed structure of the four methods designed by us to check the
correlation among the expanded subkeys. Then we have presented the results and a
comparative study based on these four methods when applied to the key schedules of
DES, IDEA, AES and SMS.

5.1 SMS Key Schedule
In this section we have presented a brief overview of SMS block cipher but design of
key schedule is presented in detail.

5.1.1 Overview of SMS block cipher
The name of the block cipher designed by us is SMS because it is designed by three
researchers Saqib, Murtaza and Shagufta. SMS block cipher has a 128-bit block and
128-bit key. Its design is based on Feistel structure. It has sixteen Feistel rounds and
the last round is without swapping of two halves. As it is a Feistel structure, 128-bit
block is divided into two halves and then one 64-bit half is processed in each round.
Key whitening is done before and after the encryption. So, one 128-bit key is required
before the encryption and one 128-bit key is required after the completion of
encryption rounds for key whitening. As 64-bit half is processed in each round, so we
need one 64-bit key for each f function. So, in total we need two 128-bit keys and
sixteen 64-bit keys.

5.1.2 Key Schedule
Input key size is 128 bits. Key schedule algorithm produces two 64-bit subkeys at the
end of each round function f of key schedule. As explained earlier, we need two 128bit keys and sixteen 64-bit keys. So, if we consider two 128-bit subkeys as four 64-bit
subkeys then we need, in total, twenty 64-bit subkeys. Our key schedule algorithm
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runs for 10 rounds and produces 20 64-bit subkeys. First two subkeys i.e. k0, k1 are
combined and used as a 128-bit subkey for key whitening before the encryption.
Subkeys ranging from k2 to k17 are used for the sixteen rounds of encryption. Last two
64-bit subkeys i.e. k18 and k19 are combined again and used for key whitening after
the sixteen rounds of encryption. Overall structure of the key schedule algorithm is
given in the figure below.

Figure 6 Overview of SMS Key Schedule

5.1.2.1 Structure of f function
First of all 128-bit key is divided into four 32-bit parts. Then each part is XORed with
the round constants C. Size of each round constant C is 8 bits, so four round constants
are XORed with each 32-bit part. In total, sixteen round constants are used in each
round. After XORing with round constants, first and third 32-bit parts are XORed.
The result of XORing is then divided into four bytes. Each byte is passed through an 8
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bit input and 8 bit output S-box, hence generating four byte output. Among these four
bytes, second byte is rotated right 1 bit and third byte is rotated right 2 bits. And then
the newly generated four bytes are concatenated to form a 32-bit result say r. Detailed
structure of f function is given in the figure below.

Figure 7 Structure f function of Key Schedule

In the same way, second and fourth 32-bit parts are XORed and the 32-bit result is
divided into four bytes. Each byte is then passed through the same 8-8 bit s-box. After
passing through the s-box, first byte is rotated right 1 bit and fourth byte is rotated
right 2 bits. Then all the four bytes are concatenated to form a 32-bit result say r’.
Then r is XORed with second and fourth 32-bit parts of the key (originally XORed
with round constants only). In the same way, r’ is XORed with first and third 32-bit
parts. After that, the newly generated, first 32-bit part is rotated right by 1 bit and
fourth 32-bit part is rotated right 3 bits.
At this point, first and second 32-bit parts are concatenated to from first 64-bit subkey
and in the same way, third and fourth 32-bit parts are concatenated to form the second
subkey (as each round produces two 64-bit subkeys). Here one round function of the
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key schedule ends and the four 32-bit parts are then passed to the next round function
as input.

5.1.2.2 Round Constants used in Key Schedule
In every round of key schedule, the first step is XORing with the round constants Ci,j
where i represents the round number and j represents the constant being used in ith
round. Size of each constant is a byte i.e. 8-bits while at a time 16-bytes of key are
being processed, so, in each round sixteen constants are used. As we have 10 rounds
of key schedule in total, so we use 160 constants.
These round constants are generated by 𝐿𝑜𝑔3𝑥 (mod 257) where x takes the values
256, 1, 2 … 159. This table can contain values between 1 and 256. All the values can
be stored in a byte except 256. On the other hand, a byte can have only 256 possible
values varying from 0 to 255. In our table 0 can never occur, while 256 cannot be
stored in a byte. So, here 0 is representing 256.

Ci, j

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

0

80

0

30

1

60

37

31

55

90

2

67

C4

61

6A

85

38

1

C0

78

32

7D

97

56

F4

1C

91

6E

9A

3

B5

5E

68

F2

2

F0

C5

A8

8C

62

DB

AD

6B

C7

13

86

CF

24

39

4C

3D

3

C1

AA

9E

79

CA

59

33

FB

E5

7E

8E

76

98

8A

22

57

4

20

A1

F5

64

D8

1D

BC

A3

92

2C

B

6F

DD

19

9B

16

5

F7

4

43

F

B6

AF

FF

5F

54

66

69

BF

7C

F3

6D

B4

6

F1

A7

DA

C6

CE

4B

A9

C9

FA

8D

89

1F

63

BB

2B

DC

7

15

42

AE

53

BE

6C

A6

CD

C8

88

BA

14

52

A5

87

51

8

50

D0

D1

7

25

D2

94

3A

8

48

4D

26

EC

3E

D3

2E

9

C2

95

5C

AB

3B

E3

9F

9

D

7A

49

29

CB

4E

46

5A

Table 7 Round Constants used in SMS Key Schedule

5.1.2.3 S-Box used in Key Schedule
The s-box used in key schedule is given in table 8 in hexadecimal form. It is an 8 8
s-box. Substitution is done in the following way, if we want to substitute ‘AB’, the
substitution value will be determined by the row with index ‘A’ and column ‘B’ (i.e.
‘AB’ will be substituted by ‘FE’).
This s-box is generated randomly and it satisfies the following properties:
1. Balance
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UBMLP = 2-5
UBMDP = 2-5
LBN = 100
LBAD = 6
UBOLAP = 0.50

(upper bound of maximum linear probability)
(upper bound of maximum differential probability)
(lower bound of non-linearity)
(lower bound of algebraic degree)
(upper bound of linear approximation probability)

We started generating s-boxes randomly and checked those s-boxes for the above
mentioned properties and if that s-box didn’t satisfy any of the above property, we
discarded that s-box and generated another until we got one that satisfied all the
properties.

Si,j

0

1

2

3

4

5

6

7

8

9

A

B

C

D

E

F

0

D2

3B

7A

AF

56

6F

32

E8

26

20

80

19

A3

7D

EA

C5

1

B4

94

1A

05

0D

12

C6

68

C4

3D

DF

0A

11

2F

FD

F2

2

65

55

B1

AE

28

2E

39

2A

FB

23

DA

45

9D

B5

DB

4D

3

E6

D3

3C

A4

60

B6

62

E7

1D

D4

81

CA

C7

A2

AA

ED

4

9C

AC

B9

40

EC

49

A0

F7

B3

7C

0C

A6

73

7E

71

E0

5

3A

59

44

92

09

8B

57

BD

9F

1F

67

14

AB

2B

D0

E5

6

A5

C9

69

C1

30

00

FA

F8

B7

29

52

BE

82

5F

31

FC

7

F5

6E

FF

6E

E9

77

91

DD

53

01

F6

4E

8E

8D

42

B9

8

36

3F

6A

64

03

0F

84

63

13

86

D8

34

5E

5B

7B

89

9

1B

F3

0B

58

9B

F1

C0

02

BA

DC

25

B2

D6

CC

6B

6C

A

35

06

A9

8F

9A

1C

99

76

8C

16

E4

98

6D

F0

47

74

B

4C

7F

17

D5

97

F9

24

78

38

43

FE

96

DE

1E

61

4F

C

CB

08

BC

79

5C

EF

C3

33

B0

70

5D

CD

50

75

51

22

D

04

88

21

E3

41

F4

3E

E2

07

CF

A8

EE

D1

4A

C8

18

E

EB

83

46

2C

85

10

95

48

0E

B8

2D

72

93

C2

A1

A7

F

37

4B

D7

E1

54

9E

AD

8A

BB

66

87

15

27

90

5A

BF

Table 8 S-box used in SMS Key Schedule

5.1.3 Analysis of Key Schedule
The key schedule of SMS satisfies all the security properties outlined of a strong key
schedule. It can be easily observed that SMS’s key schedule is strictly a One-Way
function i.e. by knowing the subkeys, it is almost impossible to deduce the master
key. It also satisfies the requirement of an efficient implementation, this key schedule
can be easily implemented by using simple operations and it doesn’t involve any
complex operations. It has a very minimal relation among the subkeys and between
the subkeys and the master key. There are no known weak keys or pairs of semi-weak
keys for this key schedule.
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5.2 Correlation Testing Methods
The simultaneous change in value of two numerically valued random variables is
called correlation. While a binary sequence is random, if its binary digits are
statistically independent and unbiased.
A very basic way to check correlation between two binary sequences is that first we
XOR the two sequences and then we check the randomicity of the new XORed
sequence. If the generated sequence is random that implies that the two XORed
sequences don’t have any correlation. We can check the randomicity of a sequence by
applying statistical tests (frequency test, runs test etc) on the generated XORed
sequence.
To check the randomicity of the expanded subkeys, we have devised four methods to
generate the XORed sequence. After generating the XORed sequences, we are
applying four statistical tests to check the randomness of the generated XORed
sequences those are frequency test, poker test, runs test and auto-correlation test.

Notation
A key scheduling algorithm can be expressed by a six-element array denoted as (fk, S,
K, n, m, r). fk is key scheduling algorithm, S is the seed key whose length is n bits, K
is the set of r subkeys, Ki represents ith subkey whose length is m bits, and Ki[j]
represents jth byte in ith subkey, 1 ≤ j ≤ m/8.

5.2.1 Method 1
This is the simplest method to check the correlation between expanded subkeys. In
this method each subkey is XORed with every other subkey and a binary sequence is
generated in this way. After generating the sequence, statistical tests are applied. But
there is a shortcoming in this method, as it only gives the relation between the
respective bits of each subkey i.e. first bit of one subkey with the first bit of other
subkeys. This method doesn’t tell whether there is any relation between the first bit of
one subkey with the second bit of any other subkey.
Using the above given notation, we have r subkeys each having m/8 bytes. We start
with K1 and XOR it with every other subkey i.e. K2, K3 … Kr. Then we take K2 and
XOR it with every other subkey except with the subkey which is already XORed with
it i.e. K3, K4 … Kr. In this way we XOR Kr-1 with only Kr and we don’t XOR Kr with
any other subkey.
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5.2.1.1 Binary sequence generated
K1 6 K2 || K1  K3 || … || K1  Kr || 7
K2  K3 || K2  K4 || … || K1  Kr || … ||
Kr-2  Kr-1 || Kr-2  Kr ||
Kr-1  Kr

5.2.1.2 Length of the sequence generated
K1 XORed with K2 = m bits
K1 XORed with all the (r – 1) subkeys = (r – 1) * m bits
K2 XORed with remaining (r – 2) subkeys = (r – 2) * m bits
…
Kr-1 XORed with only Kr = m bits
Total length = (r-1 + r-2 + … + 2 + 1) * m bits8
= r * (r – 1) * m / 2 bits

6

represents binary XOR

7

represents concatenation

8

(r-1 + r-2 + r-3 … + 2 + 1) = r * (r-1) / 2
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5.2.1.3 Pseudo code

method1(r subkeys of m/8 bytes each)
Define an empty sequence named output
for currentKey = first to last
for otherKey = currentKey + 1 to last
XOR the subkey[currentKey] with subkey[otherKey]
append the XORed sequence in ‘output’
end for
end for
return output
end method1

Table 9 Pseudo code for method 1

5.2.2 Method 2
In this method, we generate the sequence by XORing one byte of one subkey with
each byte of every other subkey. This method is better than method2, as it gives a
better relation between the subkeys. It tells us the correlation between one byte of a
subkey with each byte of every other subkey. But still there is some deficiency in this
method, as it does not tell us the relation among one bit of one subkey with each bit of
every other subkey. This method only tells us the relation between first bit of one byte
with first bit of every other byte of other subkeys.
In this method, we start with the first byte of first subkey i.e. K1[1]. We XOR K1[1]
with each byte of second subkey (K2) and an m bit binary sequence is generated as
result. After that, we repeat the same process for second byte of first subkey i.e. K1[2]
and XOR it with each byte of second subkey. In this way, each byte of K1 is XORed
with each byte of K2. After this, we again go to K1[1] and XOR it with each byte of
third subkey i.e. K3. And this process is repeated until we XOR each byte of first
subkey with each byte of every other subkey. And then we move to K2 and repeat the
whole process to generate the required sequence.
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5.2.2.1 Binary sequence generated
This sequence is generated by XORing first subkey with every other subkey.
K1[1]  K2[1] || K1[1]  K2[2] || … || K1[1]  K2[m/8]9 ||
K1[2]  K2[1] || K1[2]  K2[2] || … || K1[2]  K2[m/8] || … ||
K1[m/8]  K2[1] || K1[m/8]  K2[2] || … || K1[m/8]  K2[m/8] ||
K1[1]  K3[1] || K1[1]  K3[2] || … || K1[1]  K3[m/8] ||
K1[2]  K3[1] || K1[2]  K3[2] || … || K1[2]  K3[m/8] || … ||
K1[m/8]  K3[1] || K1[m/8]  K3[2] || … || K1[m/8]  K3[m/8] || … ||
K1[1]  Kr[1] || K1[1]  Kr[2] || … || K1[1]  Kr[m/8] ||
K1[2]  Kr[1] || K1[2]  Kr[2] || … || K1[2]  Kr[m/8] || … ||
K1[m/8]  Kr[1] || K1[m/8]  Kr[2] || … || K1[m/8]  Kr[m/8]

5.2.2.2 Length of the sequence
K1[1] XORed with each byte of K2 = m bits
Each byte of K1 XORed with each byte of K2 = m * m / 8 bits
Each byte of K1 XORed with each byte of (r – 1) subkeys = m * m * (r – 1) / 8 bits
Each byte of K2 XORed with each byte of (r – 2) subkeys = m * m * (r – 2) / 8 bits
…
Each byte of Kr-1 XORed with each byte of Kr = m * m / 8 bits
Total length

= (r-1 + r-2 + r-3 + … + 1) * (m * m / 8) bits
= r * (r – 1) * m * m / (8 * 2) bits

9

As length of each subkey is m bits, so it has m/8 bytes
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5.2.2.3 Pseudo code

method2(r subkeys of m/8 bytes each)
Define an empty sequence named output
for currentKey = first to last
for otherKey = currentKey + 1 to last
for each byte of subkey[currentKey]
XOR the byte with each byte of subkey[otherKey]
append the XORed sequence in ‘output’
end for
end for
end for
return output
end method2

Table 10 Pseudo code for method 2

5.2.3 Method 3
In this method, we generate the sequence by XORing each bit of each subkey with
each bit of every other subkey. This method is better than the first two methods as it
tells us the correlation between every bit of every subkey. It generates a longer binary
sequence than the other two methods.
There could be a lot of methods to generate such kind of sequence but what we are
doing is we take first byte of first subkey i.e. K1[1] and XOR it with each byte of
second subkey i.e. K2. Then the K1[1] is rotated left once and again XORed with each
byte of K2. We keep rotating and XORing the K1[1] until it is rotated seven times
because on eighth rotation it becomes the original byte. In this way K1[1] is XORed
with each byte of K2 eight times i.e. one without rotation and seven times with
rotations. Then we move to K1[2] and XOR it with K2 and then K1[2] is rotated left
one time as already done with K1[1] and XORed with each byte of K2. In this way
each byte of K1 is XORed with each byte of K2 eight times. Once we are done with
K2, we move to K3. We start with K1[1] and XOR it with each byte of K3 and the
whole process is repeated until each byte of K1 is XORed eight times with each byte
of K3.
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5.2.3.1 Binary sequence generated
This sequence is generated by XORing K1 with K2 and K3.
K1[1]  K2[1] || K1[1]  K2[2] || … || K1[1]  K2[m/8] ||
(K1[1]<<101)  K2[1] || (K1[1]<<1)  K2[2] || … || (K1[1]<<1)  K2[m/8] || … ||
(K1[1]<<7)  K2[1] || (K1[1]<<7)  K2[2] || … || (K1[1]<<7)  K2[m/8] ||
K1[2]  K2[1] || K1[2]  K2[2] || … || K1[2]  K2[m/8] ||
(K1[2]<<1)  K2[1] || (K1[2]<<1)  K2[2] || … || (K1[2]<<1)  K2[m/8] || … ||
(K1[2]<<7)  K2[1] || (K1[2]<<7)  K2[2] || … || (K1[2]<<7)  K2[m/8] || … ||
K1[m/8]  K2[1] || K1[m/8]  K2[2] || … || K1[m/8]  K2[m/8] ||
(K1[m/8]<<1)  K2[1] || (K1[m/8]<<1)  K2[2] || … || (K1[m/8]<<1)  K2[m/8] || … ||
(K1[m/8]<<7)  K2[1] || (K1[m/8]<<7)  K2[2] || … || (K1[m/8]<<7)  K2[m/8] ||
(after XORing K1 and K2, K1 is XORed with K3)
K1[1]  K3[1] || K1[1]  K3[2] || … || K1[1]  K3[m/8] ||
(K1[1]<<1)  K3[1] || (K1[1]<<1)  K3[2] || … || (K1[1]<<1)  K3[m/8] || … ||
(K1[1]<<7)  K3[1] || (K1[1]<<7)  K3[2] || … || (K1[1]<<7)  K3[m/8] ||
K1[2]  K3[1] || K1[2]  K3[2] || … || K1[2]  K3[m/8] ||
(K1[2]<<1)  K3[1] || (K1[2]<<1)  K3[2] || … || (K1[2]<<1)  K3[m/8] || … ||
(K1[2]<<7)  K3[1] || (K1[2]<<7)  K3[2] || … || (K1[2]<<7)  K3[m/8] || … ||
K1[m/8]  K3[1] || K1[m/8]  K3[2] || … || K1[m/8]  K3[m/8] ||
(K1[m/8]<<1)  K3[1] || (K1[m/8]<<1)  K3[2] || … || (K1[m/8]<<1)  K3[m/8] || … ||
(K1[m/8]<<7)  K3[1] || (K1[m/8]<<7)  K3[2] || … || (K1[m/8]<<7)  K3[m/8]

5.2.3.2 Length of the sequence generated
K1[1] XORed with each byte of K2 = m bits
K1[1] XORed 8 times with each byte of K2 = m * 8 bits (due to left rotations)
10

left rotate
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(m/8) bytes of K1 XORed 8 times with each byte of K2 = m * 8 * (m / 8) = m * m bits
K1 XORed with other (r-1) subkeys = m * m * (r – 1) bits
K2 XORed with other (r-2) subkeys = m * m * (r – 2) bits
…
Kr-1 XORed with Kr = m * m bits
Total length = (r-1 + r-2 + r-3 + … + 1) * m * m bits
= r * (r – 1) * m * m / 2 bits

5.2.3.3 Pseudo Code

method3(r subkeys of m/8 bytes each)
Define an empty sequence named output
for currentKey = first to last
for otherKey = currentKey + 1 to last
for each byte of subkey[currentKey]
for index = 1 to 8
XOR the byte with each byte of subkey[otherKey]
append the XORed sequence in ‘output’
left rotate the byte by 1 bit
end for
end for
end for
end for
return output
end method3

Table 11 Pseudo code for method 3

5.2.4 Method 4
This method is equivalent to method 3. The length of the sequence generated is same
as method 3. It also tells the correlation between each bit of one subkey with each bit
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of every other subkey. The only difference with method 3 is that the method of
generation of sequence is different from method 3. The sequence generated by
method 4 contains the same bits but the positions of the bits are different in both
sequences.
This method generates the sequence by XORing the whole subkey with other subkey
hence generating m bits in each XORing. We start with the first subkey i.e. K1 and
XOR it with K2. Then K1 is rotated left by one bit and again XORed with K2. We keep
on rotating and XORing until K1 is rotated left by (m-1) bits. After that K1 is XORed
with K3, K4 … Kr in the same way. This whole process is repeated for all the subkeys.

5.2.4.1 Binary sequence generated
K1  K2 || (K1 << 1)  K2 || … || (K1 << (m – 1))  K2 ||
K1  K3 || (K1 << 1)  K3 || … || (K1 << (m – 1))  K3 || … ||
K1  Kr || (K1 << 1)  Kr || … || (K1 << (m – 1))  Kr ||
K2  K3 || (K2 << 1)  K3 || … || (K2 << (m – 1))  K3 ||
K2  K4 || (K2 << 1)  K4 || … || (K2 << (m – 1))  K4 || … ||
K2  Kr || (K2 << 1)  Kr || … || (K2 << (m – 1))  Kr || … ||
Kr-1  Kr || (Kr-1 << 1)  Kr || … || (Kr-1 << (m – 1))  Kr

5.2.4.2 Length of the sequence
K1 XORed with K2 = m bits
(K1 << 1) XORed with K2 = m bits
…
(K1 << (m – 1)) XORed with K2 = m bits
Total length of XORing K1 with K2 = m * m bits
K1 XORed with remaining (r – 1) subkeys = (r – 1) * m * m bits
K2 XORed with remaining (r – 2) subkeys = (r – 2) * m * m bits
…
Kr-1 XORed with Kr only = m * m bits
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Total length = (r – 1 + r – 2 + … + 1) * m * m bits
= r * (r – 1) * m * m / 2 bits

5.2.4.3 Pseudo Code

method4(r subkeys of m/8 bytes each)
Define an empty sequence named output
for currentKey = first to last
for otherKey = currentKey + 1 to last
for index = 1 to m
XOR the subkey[currentKey] with subkey[otherKey]
append the XORed sequence in ‘output’
left rotate the subkey[currentKey] by 1 bit
end for
end for
end for
return output
end method4

Table 12 Pseudo code for method 4

After generating these binary sequences by the above given four methods, four
statistical tests are applied on these sequences i.e. frequency, runs, poker and autocorrelation test.

5.2.5 Statistical Tests
In this section, we have presented a brief overview of the statistical tests that we have
used in our correlation testing of subkeys [1].
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5.2.5.1 Frequency Test (monobit test)
The purpose of this test is to determine whether the number of 0’s and 1’s in s are
approximately the same, as would be expected for a random sequence. Let n0, n1
denote the number of 0’s and 1’s in s, respectively. The statistic used is

X1 

(n0  n1 )2
n

which approximately follows a χ2 distribution with 1 degree of freedom if n ≥ 107.
Significance level chosen for this test is 0.05. So, the X1 value is compared with
3.8415 to check whether the sequence has passed the frequency test or not.

5.2.5.2 Poker Test

n

n

Let m be a positive integer such that    5.(2 ) , and let k    . Divide the
m
m
sequence s into k non-overlapping parts each of length m, and let ni be the number of
occurrences of the ith type of sequence of length m, 1 ≤ i ≤ 2m. The poker test
determines whether the sequences of length m each appear approximately the same
number of times in s, as would be expected for a random sequence. The statistic used
is
m

m

2m 2 2
X3 
( ni )  k
k i 1
which approximately follows a χ2 distribution with 2m – 1 degrees of freedom. Note
that the poker test is a generalization of the frequency test: setting m = 1 in the poker
test yields the frequency test.
Significance level chosen for this test is also 0.05. The length of sub-block for this test
is 4 i.e. m = 4. So, this test approximately follows the χ2 distribution with 15 degrees
of freedom. Hence, the X3 value is compared with 24.9958 to check whether the
sequence has passed the poker test or not.

5.2.5.3 Runs Test
The purpose of the runs test is to determine whether the number of runs (of either
zeroes or ones) of various lengths in the sequence s is as expected for a random
sequence. The expected number of gaps (or blocks) of length i in a random sequence
of length n is ei = (n – i + 3) / 2i+2. Let k be equal to the largest integer i for which ei ≥
53

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

5. Let Bi, Gi be the number of blocks and gaps, respectively, of length i in s for each i,
1 ≤ i ≤ k. The statistic used is

( Bi  ei )2 k (Gi  ei )2
X4  

ei
ei
i 1
i 1
k

which approximately follows χ2 distribution with 2k - 2 degrees of freedom.
Significance level chosen for this test is also 0.05. As the degrees of freedom for this
test depends on the value of k which in turn depends on the length of the sequence i.e.
n. So, the degree of freedom is calculated at runtime and depending on that value X4 is
compared with the appropriate value from the χ2 distribution table to check whether
the sequence has passed the runs test or not.

5.2.5.4 Autocorrelation test
The purpose of this test is to check for correlations between the sequence s and (noncyclic) shifted versions of it. Let d be a fixed integer, 1 ≤ d ≤ ⌊n / 2⌋. The number of
bits in s not equal to their d-shifts is 𝐴(𝑑) = ∑𝑛−𝑑−1
𝑖 = 0 𝑠𝑖 ⨁𝑠𝑖+𝑑 , where  denotes the
XOR operator. This statistic used is

X 5  2( A(d ) 

nd
)/ nd
2

which approximately follows an N(0, 1) distribution if n – d ≥ 10. Since small values
of A(d) are as unexpected as large values of A(d), a two-sided test should be used.
Significance level chosen for this test is also 0.05 and a two-sided test is used. Delay
length for autocorrelation i.e. d is chosen 2 for this test. X5 is compared with 1.96 to
check whether the sequence has passed the autocorrelation test or not.

5.3 Results & Comparison
This section presents the results that we got after applying the four proposed methods
to check the correlation between subkeys. We have applied these four methods on key
schedules of four algorithms i.e. DES, IDEA, AES and SMS. One thousand random
keys have been generated for each key schedule. Then all the four method have been
applied to the expanded subkeys.
Following are some general parameters for the four key schedules:
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DES
IDEA
AES
SMS

n11
56
128
128
128

m12
48
96
128
64

r13
16
8
11
20

Table 13 General parameters for the four Key Schedules

After generating the sequences by the four methods, we have applied four statistical
tests on the sequence to check the randomicity i.e. frequency test, runs test, poker test
and auto-correlation test. Length of sub-block for the poker test was taken 4 and the
delay for the auto-correlation test was 2. The significance level for all the tests was
taken 0.05.

5.3.1 Results (Method 1)
Results obtained by applying the method 1 on all the four key schedules are given in
the table below. The length of each sequence is obtained by the following formula:
r * (r – 1) * m / 2 bits

Algorithm
DES
IDEA
AES
SMS

Length of each
sequence (bits)
5760
2688
7040
12160

Randomicity test results (passing %)
Frequency Runs Poker Auto-correlation
16.4
0
0
100
78.2
87.2
27.2
90.4
91.9
71.3
71.2
96.4
94.1
92.2
93.4
98.5

Table 14 Results (method 1)

According to these results SMS key schedule is the best when check through method
1. Results of AES key schedule are also good enough and much closer to the key
schedule of SMS. IDEA key schedule has shown weakness in Poker test. Weakest of

11

bitlength of master key

12

bitlength of subkeys

13

total number of subkeys
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all is the DES key schedule as it has failed the Frequency test badly. While DES key
schedule has shown a hundred percent result in auto-correlation test.

5.3.2 Results (Method 2)
Results obtained by applying the method 1 on all the four key schedules are given in
the table below. The length of each sequence is obtained by the following formula:
r * (r – 1) * m * m / (8 * 2) bits

Algorithm
DES
IDEA
AES
SMS

Length of each
sequence (bits)
34560
32256
112640
97280

Randomicity test results (passing %)
Frequency Runs Poker Auto-correlation
35.1
0
0
100
74.9
72.9
27.7
96.4
92.6
82.1
75.5
98.6
94.7
87.8
81.3
99.2

Table 15 Results (method 2)

DES key schedule has shown the best results in auto-correlation test while it has badly
failed in Runs and Poker test. IDEA key schedule has just passed the Frequency and
Runs test, it has failed the Poker test but it has shown good results in auto-correlation
test. AES key schedule has shown good results in all the four tests. SMS key schedule
has given the best results among all the four key schedules. Hence, according to the
method 2 results, weakest of all the key schedules is DES key schedule and the best
results are shown by SMS key schedule.

5.3.3 Results (Method 3)
Results obtained by applying the method 1 on all the four key schedules are given in
the table below. The length of each sequence is obtained by the following formula:
r * (r – 1) * m * m / 2 bits
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Length of each
sequence (bits)
276480
258048
901120
778240

Randomicity test results (passing %)
Frequency Runs Poker Auto-correlation
15.9
0
0
100
44.6
16.3
0
99.9
95
85.3
7.3
99.7
94.8
87.4
7.2
99.6

Table 16 Results (method 3)

DES key schedule has badly failed Runs, Poker and Frequency test and has fully
qualified in auto-correlation test. IDEA key schedule has totally failed in Poker test, it
has just passed the auto-correlation test. AES key schedule has passed all the tests
except the Poker test. Same is the case with SMS key schedule; it has passed all the
tests except Poker test. Overall, DES key schedule has shown the weakest results
while SMS and AES key schedule has given the best results.

5.3.4 Results (Method 4)
Results obtained by applying the method 1 on all the four key schedules are given in
the table below. The length of each sequence is obtained by the following formula:
r * (r – 1) * m * m / 2 bits

Algorithm
DES
IDEA
AES
SMS

Length of each
sequence (bits)
276480
258048
901120
778240

Randomicity test results (passing %)
Frequency Runs Poker Auto-correlation
15.9
0
0
100
44.6
10.3
0
100
95
83.6
89.9
100
94.8
87.1
90
100

Table 17 Results (method 4)

DES key schedule has only passed the auto-correlation test. Same is the case with
IDEA key schedule, but it has got some better results in Frequency test. AES and
SMS key schedules have shown good results overall.
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5.3.5 Comparison
Among all the four methods, the most important methods are the third and the fourth.
As their design give the most detailed information of the correlation between the
subkeys. So, their results should be valued most. If some key schedule has passed the
third or four methods but it has failed in first or second method, it should be
considered passed. If some key schedule has passed any of the third or fourth method,
it should be considered passed, as the sequence generated by both the methods is
same, only the bit positions in the sequence is different. Among all the four statistical
methods, results of Frequency test should be given the most importance. A key
schedule should not be considered passed, if it has passed all the three statistical tests
but failed in Frequency test. While, a good key schedule with no correlation between
subkeys should pass all the four tests with all the four methods.
DES key schedule has shown the worst results among all the four key schedules. It
has got 0% in Runs and Poker test in all the four methods. It has got 100% in autocorrelation in all the four methods. It has shown some variations in Frequency test,
but has failed the Frequency test in all the four methods.
IDEA key schedule has shown good results for method 1 and 2 while for method 3
and 4, its results are not satisfactory. Overall its results are better than DES key
schedule.
The results of AES and SMS key schedules are almost same in all the four tests.
Overall SMS key schedule has shown better results than AES key schedule.
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Chapter 6
Conclusion & Future work
In this thesis, we have shown that a lot of attacks on block ciphers are possible due to
the weaknesses of key schedule. Most of the attacks are possible due to the correlation
between the subkeys.
We have proposed four methods to check the Correlation between the subkeys of a
key schedule. These methods give us correlation information to different extent. The
results of third and fourth methods are more comprehensive.
We have presented the design of a key schedule named SMS. This key schedule is
designed in a way that the subkeys produced show the least correlation between them.
We have applied these four testing methods on key schedules of DES, IDEA, AES
and SMS. SMS key schedule has shown the best results. The results of AES key
schedule are close to that of SMS key schedule, while DES has shown the worst
results.
In future, these correlation testing methods should be included as a standard
procedure in evaluation the security of a block cipher.
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Appendix A: C++ code
This appendix includes the C++ code for the four proposed methods (presented in
chapter 5) and the SMS key schedule.
All the four methods expect Subkeys as a parameter. Subkeys should be a twodimensional array of bytes (unsigned char). We also need to specify two more
parameters i.e. keySize and totalKeys. keySize contains the size of a subkey in bytes
and totalKeys contains the total number of subkeys.

A-I Correlation Testing Method 1

//keySize should contain the size in bytes of each subkey
const int keySize = 8;
//totalKeys should contain the total number of subkeys
const int totalKeys = 20;
//’subkeys’ should contain the subkeys to be tested for correlation
byte subkeys[totalKeys][keySize] = {0};
int allXored = (totalKeys * (totalKeys - 1) * keySize) / 2;
byte *xored = new byte[allXored];
int xIndex = 0;
for(int currentKey = 0; currentKey < totalKeys; currentKey++)
for(int otherKey = currentKey+1; otherKey < totalKeys; otherKey++)
for(int byteIndex = 0; byteIndex < keySize; byteIndex++)
xored[xIndex++] = subkeys[currentKey][byteIndex] ^
subkeys[otherKey][byteIndex];
delete [] xored;

Table 18 C++ code for method 1
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A-II Correlation Testing Method 2

//keySize should contain the size in bytes of each subkey
const int keySize = 8;
//totalKeys should contain the total number of subkeys
const int totalKeys = 20;
//’subkeys’ should contain the subkeys to be tested for correlation
byte subkeys[totalKeys][keySize] = {0};
int allXored = (totalKeys * (totalKeys - 1) * keySize * keySize) / 2;
byte *xored = new byte[allXored];
int xIndex = 0;
for(int currentKey = 0; currentKey < totalKeys; currentKey++)
for(int otherKey = currentKey+1; otherKey < totalKeys; otherKey++)
for(int i = 0; i < keySize; i++)
for(int j = 0; j < keySize; j++)
xored[xIndex++] = subkeys[currentKey][i] ^
subkeys[otherKey][j];
delete [] xored;

Table 19 C++ code for method 2

62

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

A-III Correlation Testing Method 3

//keySize should contain the size in bytes of each subkey
const int keySize = 8;
//totalKeys should contain the total number of subkeys
const int totalKeys = 20;
//’subkeys’ should contain the subkeys to be tested for correlation
byte subkeys[totalKeys][keySize] = {0};
int allXored = (totalKeys * (totalKeys - 1) * keySize * keySize * 8) / 2;
byte *xored = new byte[allXored];
int xIndex = 0;
byte bTemp;
for(int currentKey = 0; currentKey < totalKeys; currentKey++)
for(int otherKey = currentKey+1; otherKey < totalKeys; otherKey++)
for(int k = 0; k < keySize; k++)
{
bTemp = subkeys[currentKey][k];
for(int i = 0; i < 8; i++)
{
for(int j = 0; j < keySize; j++)
xored[xIndex++] = bTemp ^ subkeys[otherKey][j];
bTemp = (bTemp << 1) | (bTemp >> 7);
}
}
delete [] xored;

Table 20 C++ code for method 3
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A-IV Correlation Testing Method 4

//keySize should contain the size in bytes of each subkey
const int keySize = 8;
//totalKeys should contain the total number of subkeys
const int totalKeys = 20;
//’subkeys’ should contain the subkeys to be tested for correlation
byte subkeys[totalKeys][keySize] = {0};
int allXored = (totalKeys * (totalKeys - 1) * keySize * keySize * 8) / 2;
byte *xored = new byte[allXored];
int xIndex = 0;
byte bTemp;
for(int currentKey = 0; currentKey < totalKeys; currentKey++)
for(int otherKey = currentKey + 1; otherKey < totalKeys; otherKey++)
for(int shifts = 0; shifts < keySize * 8; shifts++)
{
for(int i = 0; i < keySize; i++)
xored[xIndex++] = subkeys[currentKey][i] ^
subkeys[otherKey][i];
bTemp = subkeys[currentKey][0] >> 7;
for(int i = 0; i < keySize-1; i++)
subkeys[currentKey][i] = (subkeys[currentKey][i] << 1)
| (subkeys[currentKey][i+1] >> 7);
subkeys[currentKey][keySize-1] =
(subkeys[currentKey][keySize-1] << 1) | bTemp;
}
delete []xored;

Table 21 C++ code for method 4
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A-V SMS Key Schedule
This section contains the C++ code for the SMS key schedule. The program expects
the master key in ‘unsigned char key[16]’ (i.e. 16 bytes) and returns the expanded
subkeys in ‘unsigned char subkeys[20][8]’ (i.e. 20 subkeys of 8 bytes each). S-box
and round constants used are already presented in chapter 5.

unsigned char key[16] contains the initial master key
unsinged char keyconst[10][16] contains the round constants
unsigned char sbox[8][8] contains the s-box presented above
unsigned char subkeys[20][8] will contain the generated subkeys
unsigned char temp0[4], temp1[4];
unsigned char tRot;
int keyindex = 0;
for(int i = 0; i < 10; i++)
{
//xoring with round constants
for(int j = 0; j < 16; j++)
keys[j] ^= keyconst[i][j];
for(int j = 0; j < 4; j++)
{
temp0[j] = sbox[keys[j] ^ keys[j+8]];
temp1[j] = sbox[keys[j+4] ^ keys[j+12]];
}
//rotating right 1 bit
temp0[1] = (temp0[1]>> 1) | (temp0[1] << 7);
//rotating right 2 bits
temp0[2] = (temp0[2]>> 2) | (temp0[2] << 6);
//rotating right 1 bit
temp1[0] = (temp1[0]>> 1) | (temp1[0] << 7);
//rotating right 2 bits
temp1[3] = (temp1[3]>> 2) | (temp1[3] << 6);
for(int j = 0; j < 4; j++)
{
keys[j] ^= temp1[j];
keys[j+4] ^= temp0[j];
keys[j+8] ^= temp1[j];
keys[j+12] ^= temp0[j];
}
//right rotating the left most 4 bytes by 1 bit
tRot = keys[3];
keys[3] = (keys[3] >> 1) | (keys[2] << 7);

65

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

keys[2] = (keys[2] >> 1) | (keys[1] << 7);
keys[1] = (keys[1] >> 1) | (keys[0] << 7);
keys[0] = (keys[0] >> 1) | (tRot << 7);
//right rotating the right most 4 bytes by 3 bits
tRot = keys[15];
keys[15] = (keys[15] >> 3) | (keys[14] << 5);
keys[14] = (keys[14] >> 3) | (keys[13] << 5);
keys[13] = (keys[13] >> 3) | (keys[12] << 5);
keys[12] = (keys[12] >> 3) | (tRot << 5);
//assigning the left most 8 bytes to the subkey
for(int j = 0; j < 8; j++)
subkeys[keyindex][j] = keys[j];
keyindex++;
//assigning the right most 8 bytes to the next subkey
for(int j = 0; j < 8; j++)
subkeys[keyindex][j] = keys[j+8];
keyindex++;
}

Table 22 C++ code for SMS Key Schedule

66

Thesis Paper for M.Sc. Program

Analysis and Design of Correlation Testing Methods for Expanded Subkeys

Appendix B: Statistical Concepts
The normal and χ2 distributions are widely used in statistical applications [1].
Random Variable: If the result X of an experiment can be any real number, then X is
said to be a continuous random variable.
Definition: A probability density function of a continuous random variable X is a
function f(x) which can be integrated and satisfies:
i.

f(x) ≥ 0 for all x  ℝ;

ii.

∫−∞ 𝑓(𝑥)𝑑𝑥 = 1; and

iii.

for all 𝑎, 𝑏 ∈ ℝ, 𝑃(𝑎 < 𝑋 ≤ 𝑏) = ∫𝑎 𝑓(𝑥)𝑑𝑥.

∞

𝑏

B-I The normal distribution
The normal distribution arises in practice when a large number of independent
random variables having the same mean and variance are summed [1].
Definition: A (continuous) random variable X has a normal distribution with mean
and variance 2 if its probability density function is defined by
𝑓(𝑥) =

1
𝜎√2𝜋

exp {

−(x − μ)2
} , −∞ < 𝑥 < ∞.
2σ2

Notation: X is said to be N(, 2). If X is N(0, 1), then X is said to have a standard
normal distribution.
A graph of the N(0, 1) distribution is given below:
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Figure 8 The normal distribution N(0, 1)

This graph is symmetric about the vertical axis, and hence P(X > x) = P(X < -x) for
any x. Table gives some percentiles for the standard normal distribution. For example,
the entry ( = 0.05, x = 1.6449) means that if X is N(0, 1), then X exceeds 1.6449
about 5% of the time.


x

0.1
0.05 0.025
0.01 0.005 0.0025 0.001 0.0005
1.2816 1.6449 1.9600 2.3263 2.5758 2.8070 3.0902 3.2905
Table 23 Selected percentiles of the standard normal distribution

If the random variable X is N(, 2), then the random variable Z = (X - )/ is N(0,
1).

B-II The χ2 distribution
The χ2 distribution can be used to compare the goodness-of-fit of the observed
frequencies of events to their expected frequencies under a hypothesized distribution.
The χ2 distribution with𝜐 degrees of freedom arises in practice when the squares of 𝜐
independent random variables having standard normal distribution are summed [1].
Definition: Let 𝜐 ≥ 1 be an integer. A (continuous) random variable X has a χ2 (chisquare) distribution with 𝜐 degrees of freedom if its probability density function is
defined by
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1
𝑥 (𝑣⁄2)−1 𝑒 −𝑥⁄2 ,
𝑓(𝑥) = {Γ(𝑣⁄2)2𝑣⁄2
0,

0 ≤ 𝑥 < ∞,
𝑥 < 0,

where  is the gamma function. The mean and variance of this distribution are  = 𝑣,
2 = 2𝑣.
A graph of the χ2 distribution with 𝑣 = 7 degrees of freedom is given below:

Figure 9 The χ2 distribution with 𝒗 = 𝟕 degrees of freedom
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