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Abstract—According to former results from [1] in this paper we
summarize the design principles from the general approach and
introduce extended experimental test results of a Voice-over-1P
(VolP) framework including a steganographic channel based on
[1], [13], [15] and [16]. We show that using this framework it is
largely secure to transmit hidden messages during a VoIP session
and demonstrate results with respect to perceptibility for music
and speech data.

l. INTRODUCTION

For digital images as well as digital audio there exist many
steganographic techniques [3][4][5], and furthermore there
exist a lot of approaches to detect steganography in digital im-
ages [6][7]1[8]. However there are only few methods published
considering Voice-over-IP (VolP) as a new field for applied
steganography. The term “VolP” describes the digitalization,
compression and transmission of analogue audio signals (in the
majority of cases speech) from a sender to a receiver using IP
packets. The receiver applies the reverse process and gets the
reconstructed audio signal. After that he can act as the sender.
For transmission the size of the used network and the distance
between communication partners are of little relevance which
means VolIP can be and already is used for worldwide teleph-
ony. Many applications of VolIP technology have been devel-
oped and are currently under development. For that reason em-
bedding hidden messages in VoIP communication is a very
interesting task and may become subject of further studies. In
this paper we use the JVOIPLIB 1.3.0 [2] as VoIP framework
as basis for our analysis, since this framework is platform-
independent and can be used free of charge. Details about the
software and our specific implementation are given in [1]. Be-
yond the work described in former publications we present an
extended design and extensive test results. The tests we per-
formed aim at perceptibility, probability of detection, as well as
possible malfunction while handling large amounts of data
over a long time. In [16] we presented first test results for this
properties and it could be shown by using a well established
steganographic approach (time domain LSB embedding), that a
reliable steganographic side channel communication could be
established. The tests in [16] did show a transparency which

was lower than the results for comparable steganographic algo-
rithms like Steghide [3]. This fact was identified in [15] where
steganographic algorithms were benchmarked for their embed-
ding transparency. Based on these compromising results we
started to improve the perceptual quality for speech data by
introducing silence detection. The paper is organised as fol-
lows: In chapter Il an abstract overview of the analyzed VolP
scenario is summarized and the silence detection approach is
introduced. Chapter Il gives a brief overview of the design
concept including the participating components. In chapter IV
test performance and test results are presented and compared
with the first tests from [16] in accordance to perceptibility as
one measure for detectability (as discussed in [18] for visual
attacks). The paper concludes with a summary and future work.

II.  OVERVIEW

The environment of an active VolP communication using a
steganographic channel is illustrated in Figure 1. Alice (A) on
the left and Bob (B) on the right are talking over an unsuspi-
cious VolIP connection, as introduced in [1], [13] and [16]. Let
us assume, Alice wants to send a hidden message to Bob, that
means Alice acts as sender and Bob as receiver. She embeds
her message in the VolP stream by using secret side informa-
tion which is known by Bob, too, but no one else has it.
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Figure 1. VolIP scenario with steganographic channel.



For describing that communication in a more formal man-
ner we use the following statements. First sender and receiver
choose from a set of codecs denoted by SC={sc1,5C,5C3,..,SC; |
ieN} one audio codec for their communication. From the set
of steganographic embedding techniques SE={se;,se,,s€s,...,S€;
| ieN} Alice chooses one algorithm while Bob selects an ac-
cording retrieving technique from SR={sry,sr,,srs,...,Sri | ieN}.
If both techniques match Bob is able to reconstruct the mes-
sage from Alice. In order to increase security the hidden mes-
sage is encrypted by using a symmetric cryptographic scheme
from the set of all  cryptographic = methods
CM={cmy,cm,,cms,...,cm; | ieN}. For applying a cryptographic
scheme a secret key K is necessary which is generated from a
secret password. The mapping of a password to a secret key of
a fixed length is applied by choosing a cryptographic hash
function. After encrypting the hidden message the message bits
are uniformly distributed and spread over the whole audio
stream by using a mixing algorithm. As input the mixing algo-
rithm gets a pseudo random number which is generated by a
pseudo random number generator (PRNG).

Silence Detection

Based on the results from [16] and [15] we see that the overall
approach has the lowest transparency for speech data. This fact
is assumed to origin from the limited dynamic range of speech
signals and the many occurrences of pauses (silence) in speech.
From our investigations we deduced that a silence detection for
speech becomes important as a transparency enhancing
method, since it is assumed that an embedding into digital si-
lence is the most perceptible embedding scenario. At this point
it has to be differentiated between digital and analogue silence
(the first one being an encoded “Zero”-signal, the later being
the signal produced by a microphone in a silent environment).
The silence detection method implemented for the LSB em-
bedder used here is used to detect samples containing digital
silence.

I1l.  DESIGN OF VOIP SCENARIO

For our prototypical scenario we concentrate on one codec
sc,eSC, i.e. we use RAW PCM (8,000 Hz, 8 Bit). As a main
requirement we postulate embedding and retrieving must be
possible without causing delays or interferences during audible
communication. Hence, for embedding the hidden message we
choose for se; eSE a Least Significant Bit (LSB) scheme, pro-
viding a high capacity and low complexity. According to this
the retrieving scheme is chosen. For encryption we use Twofish
cipher [9] and for the cryptographic hash function Tiger [12],
since for the well-known cryptographic hash functions as MD5
(128 Bit), SHA-1 (160 Bit) and RIPEMD (160 Bit) collisions
have been found (see [10] and [11]). In addition to Tiger we
use MD5 which produces a shorter hash value to calculate a
checksum over the hidden message which is only used for de-
tecting errors during transmission.

A. Sender

Using the above techniques Alice starts the embedding
process which is illustrated in Figure 2. She uses a secret pass-
word from which a cryptographic hash value is calculated re-
ferred to as secret key K. The secret key is used for encrypting
the hidden message with Twofish cipher. After encryption a
hash value (CHK) is calculated, which helps the receiver to
detect errors caused by packet loss or intense network traffic.
Furthermore a binary pattern is generated referred to as Begin
Of Message (BOM). BOM indicates the start of the hidden
message in the audio stream and contains also the length of the
message. Combining the BOM pattern, the encrypted message
and the hash value results in the data to be embedded on sender
side. After constructing the message the data is embedded by a
spatial domain LSB scheme. The message bits are stored in the
least significant bits of the audio samples taken from the VolP
stream. All packages are considered for embedding where no
silence is detected. The packet interval Is is set to 20ms which
means 50Hz. Therefore the maximum capacity Cp of one VoIP
packet is given by equation (1) depending on the chosen sam-
ple rate Psmp. In Table 1 typical sample rates and the resulting
maximum capacity are listed. These theoretical values given
are valid under the assumption that we have a variable package
size and that we are sending a mono signal (for stereo signals
the maximum capacity is doubled since we could embed in the
LSB for each channel). Moreover, the capacity for a transmis-
sion of hidden messages in one using the according sample rate
is given.

. Cp in C in Mby-
Psamp IN HZ Bits/package tes/h ’
8,000 160 3.6
11,025 222 4.96
22,050 441 9.92
44,100 882 19.85

Table 1. Maximum capacity depending on the used sample rate.

In general it is not advisable to use the complete capacity
Cp for embedding a secret message. Using maximum capacity
may introduce perceptible distortions, especially in silent parts
of audio data. Furthermore statistical detection of modifica-
tions becomes easier since each least significant bit is changed
and contains a part of the embedded message. For that reason
only a subset of the possible embedding positions should be
used for embedding. Introducing the payload factor
packet_usage we define the payload Cp* as illustrated in (1).

* Psam
C,= round[ packet _usage - Cp ] , Cp=—" (D)
100 I

For example, choosing packet_usage=1% we get for the
sample rate Pg,m,=8,000 a payload Cp*=2 bits/packet. Beside
encryption we try to achieve better security by using a mixing
algorithm in order to distribute the hidden message over the



VolIP stream. For each packet we determine individual posi-
tions for embedding the message bits by using pseudo random
numbers. As PRNG we use sp;=MT19937 which has a period
of 2'%%"_1 and outputs more than 16 million uniformly distrib-
uted pseudo random numbers per second. It is initialized by
using the secret key K and its output indicates the position for
embedding the next message bit. For a better understanding the
process of mixing is illustrated in Figure 3. The cover data is
represented by exemplary sample values of a VoIP packet Sp.
Let 100, be the hidden message M*. Applying the mixing algo-
rithm the positions idxs={0,1,2,...} are shuffled and changed to
idxp*={6,2,5,...}. By using the new sequence the encoder em-
beds the message M* at the defined positions by adjusting the
least significant bit and output the modified VVolP packet Sp*.
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Figure 2. Encoder scheme.

B. Receiver

Sender and Receiver must share the same knowledge of the
used parameters which means both of them must know the
secret key K and the applied payload factor packet usage.
After receiving the VVoIP packets the recipient uses its key K to
reconstruct the pseudo random numbers that have been used by
the sender. These numbers are used to find the positions within
the audio stream SP and are stored in a shift register alike
packet buffer MP*. After each writing to MP* it is checked if
the packet buffer contains the synchronization pattern BOM. If
this is true all following bits of MP* will be appended to a
message buffer M*. If the given length is reached the following
bits are interpreted as a hash value (CHK) which is compared
to the hash value calculated over the message in M*. If both
hash values are equal the transmission of the hidden message
has been finished successfully. Then the message is decrypted
and saved to disk.

C. Attacker

In order to make statements about security concerns and
non-perceptibility of the described scenario a third person
Willy (W) acts as an attacker which is interested in detecting
the hidden message of Alice. Let us assume, Willy is capable
of accessing the network and detecting VolP communication.
Using their abilities she finds the communication between Al-
ice and Bob and tries to detect the hidden message by analyz-

ing the transmitted VoIP packets. For analysis she uses the
Intrusion Detection/Prevention System (IDS/IPS) introduced in
[13] and the included module for steganalysis. In [1] the 13
implemented attacks are listed and described in detail.

IV. EVALUATION AND TEST RESULTS

The following results have been reached for the test goals
of the usefulness of perceptibility as a steganalytical approach
for this algorithm and the impact of silence detection on the
transparency. The tests from [16] implied for an embedding
with packet_usage =100% an average |ODG| value of 0.24 for
music and 0.40 for speech signals. Since these test results were
computed on a small test-set and without the benefit of work-
ing silence detection they had to be confirmed with a larger
test-set and improved by using silence detection.

For the tests in [15] an audio test set of 389 files was used
(as set of covers), which is divided into four main categories
(music, sounds, speech and SQAM) and 24 sub-categories. All
audio files are PCM coded WAVE files with 44100 Hz sam-
pling rate, 16 bit quantisation and stereo (audio CD format).
The audio test set is described in more detail in [15]. In an off-
line test for the evaluation of the embedding transparency the
ODG value between the original file and the file with the em-
bedded steganographic message is computed using the Open
Source software tool EAQUAL (Evaluating of Audio QUAL-
ity [17]). A global transparency value for the algorithm is given
as the means (sum of all absolute values of the ODGs divided
by the number of files) of the ODG values between all 389
files of the test set and the corresponding stego files. Since the
ODG value is defined within the range of [0,-4] and EAQUAL
in some cases returns values slightly larger than 0 those values
are considered to be rounding errors. In the presentation of the
results the absolute value of the ODG (JODG]) is used for a
better understanding. In all 389 cases the message
M="UniversityOfMagdeburg” was embedded using a constant
K. The embedding strength (packet_usage) for tests performed
was set to 100% (all LSBs were used for embedding the mes-
sage) since this is assumed to be the most perceptible embed-
ding strength.

Test Results

For the version of the embedder (version Heutling051208)
used in [15] an average |ODG| of 0.017969152 (values ranging
from 0.0 to 0.07) was computed. One file of the test set (which
does only contain digital silence for the complete duration) was
(rightfully) discarded by the algorithm due to its silence detec-
tion capabilities. The steganographic message was embedded
into all other files and retrieved successfully in any case.

Since the preliminary test results discussed in [16] implied a
strong context dependency this had to evaluated in more detail
in [15] since it would have an implication for possible capaci-
ties for different context classes for a given transparency
threshold. In the tests performed in [15] the average |ODG|
values for the 24 sub-categories of the audio test set of 389
files have been computed. From the results for the different



categories it has to be noted that embedding into music signals
still leads to better |[ODG| values (average: 0.01298) than em-
bedding into speech signals (average: 0.03213).

Comparison to the results of first tests

If the results from the preliminary tests described in [16] and
the evaluation done in [15] are compared a large improvement
of the |ODG| values for the same embedding strength can be
noticed. These results are compared in figure 3. In this figure
the results from [15] are coloured grey while the results from
[16] are white.
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Figure 3.comparison of the results (left speech, right music)
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The reason for this has to be sought mostly in the added silence
detection feature. The context dependency first indicated by
[16] is affirmed by the results from [15].

V SUMMARY AND FUTURE WORK

Our tests have demonstrated that VolP communication can
be practically used for steganographic applications. Tests with
a large test set have shown that an embedding (and detection)
can be done reliably and very transparent. The embedding
transparency was improved by using a silence detection. For
further work the silence detection should be expanded to cover
also analogue silence, a step which might further improve the
transparency but requires hardware dependent calibration. Fur-
thermore the impact of transmission errors during real VolP
sessions on the introduced steganography approach and the
steganalytical transparency have to be researched.
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